
Behind the Curtains
The Story of a Backstage RCE
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Agenda

● Intro to Backstage

● Threat landscape

● Exploit & Demo

● Backstage in the wild

● Takeaways



Developer Portals



Dev 
portals 
101





Core Apps Plugins

Backstage architecture



Scaffolder



${{ range.constructor(“console.log(‘BlueHatIL’)”)}}



Secure templater



Secure templater





What is VM2

The library name stems 
from Node.JS built in 
VM module

Provides isolated 
environment to securely 
run untrusted code
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VM2 under the hood

Proxy Object freeze
Prototype 

manipulation



Previous vulnerabilities



Recurring theme



Mitigation attempts



A new 0-day is born



A new 0-day is born



Exploiting



Using the 
0-day in 
Backstage





Enter 
Strict 
Mode



Enter Strict Mode

● A way to opt in to a restricted variant of JavaScript

● Alters the semantics of javascript in several ways to improve its 

resiliency and make it easier to understand

● Frames that have strict mode function and all frames below are not 

allowed to access their receiver and function objects, thus 

getThis would return undefined



Enter Shtick Mode
● renderString2 opts into strict mode and 

makes getThis() return undefined for 

the entire stack

● We can override renderString2 with our 

own non-strict implementation that 

performs the VM2 sandbox escape



Bypassing strict mode

● In the first call to SecureTemplater

we override renderString2 with the 

VM2 sandbox escape

● Second call to SecureTemplater

performs the sandbox escape itself



Bypassing strict mode



Demo





Backstage in the wild



Backstage in the wild



Backstage in the wild



Guest access



Improper backend auth



Improper backend auth



Improper backend auth



Disclosure Timeline



Key Takeaways

Where there’s 
smoke there’s fire

Supply chain 
affects security 

posture

RTFM (read the 
effing manual)



Thanks  
If you have any questions

feel free to contact us
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