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STRONTIUM
Overlaps w/ APT28 & FancyBear

Government & 
Military

NGOs, IGOs &  
Think Tanks

Defense 
Contractors

Counter-Russian 
Narratives

Persistent targeting of United States, South America, Europe and Central Asia

On-Premise 
Exploitation & 
Intrusions

FusionDrive 
Intrusion 
Operations

OCEANDRIVE / 
OCEANMAP / 
CREDOMAP

Multiple Phishing 
Clusters

Various activity linked to STRONTIUM:



FusionDrive 

FusionDrive is a lightweight 

tool to collect system 

information, download 

secondary stages using 

legitimate web services, and 

execute follow-on stages. 

Microsoft

STRONTIUM

FusionDrive

Loader

FusionDrive Additional 

Malware

Victim



Overlapping Research Acknowledgements

January 2022 – Trellix

blogged about a Graphite 

campaign impacting Western 

Asia and Eastern Europe.

September 2022 – Cluster25  

blogged about Graphite usage 

in Europe w/ PowerPoint 

documents. 

https://www.trellix.com/en-gb/about/newsroom/stories/research/prime-
ministers-office-compromised.html

https://blog.cluster25.duskrise.com/2022/09/23/in-the-footsteps-
of-the-fancy-bear-powerpoint-graphite/

https://www.trellix.com/en-gb/about/newsroom/stories/research/prime-ministers-office-compromised.html
https://www.trellix.com/en-gb/about/newsroom/stories/research/prime-ministers-office-compromised.html
https://blog.cluster25.duskrise.com/2022/09/23/in-the-footsteps-of-the-fancy-bear-powerpoint-graphite/
https://blog.cluster25.duskrise.com/2022/09/23/in-the-footsteps-of-the-fancy-bear-powerpoint-graphite/


Example FusionDrive Campaign

November 2021

2023



Customers Have Been Notified

With any observed state-aligned actor activity, 

Microsoft directly notifies customers of online 

services that have been targeted or compromised, 

providing them with the information they need to 
secure their accounts.



Phishing Email

Features:
• Compromised sender 

account

• Accurate signature 

block and email 

interaction

• Observed targeting 

Western Asia and 

Europe (Balkans) 



Attached Document

Where’s the “Enable Content” Bar????



Diving Deeper Into Attachment

https://learn.microsoft.com/en-us/openspecs/office_standards/ms-customui/8a27e852-3f8b-424a-ac67-32c58181e9d3

https://learn.microsoft.com/en-us/openspecs/office_standards/ms-customui/8a27e852-3f8b-424a-ac67-32c58181e9d3


CVE-2021-42292 Overview

CVE-2021-42292 allowed an external 

attacker to leverage the CustomUI

features in excel to load remote code 

and bypass Protected View, therefore 

enabling remote code without 
warning to the user. 



Why Stage an Exploit Document

Staging is a process used by threat actors to:

• Control distribution of malicious capabilities

• Protect operational security over aspects of their campaign

• Prevent inspection and detection by security software

Simply put: if the email detection tool can’t obtain the second 
payload, the document will appear benign 



Staged Document (#2)

Attacker artifacts?

REMOTE CVE-2021-40444 Payload



Remotely Hosted CVE-2021-40444



Attack Chain Reproduction



FusionDrive Loader

Sha256 1ee602e9b6e4e58dfff0fb8606a41336723169f8d6b4b1b433372bf6573baf40

ProductVersion 10.0.19041.662

ProductName Microsoft® Windows® Operating System

LegalCopyright © Microsoft Corporation. All rights reserved.

OriginalFilename fontsubc.dll

FileVersion 10.0.19041.662

CompanyName Microsoft Corporation

FileDescription Font Subsetting DLL

InternalName fontsubc.dll

Export CPlApplet, ordinal: 1

Linker Version VS2019 v16.8.3 build 29335

Create Mutex

Decrypts RSA key blob 
using multibyte XOR

Download 2nd Stage using 
URLOpenBlockingStreamW

Decrypt using embedded 
RSA public Key

Integrity checks 

Memory allocation + 
injection

Execution

hxxps://wordkeyvpload[.]net/keys/update[.]dat



FusionDrive – Initial Loading Process

Dynamically resolve 
Windows API

Resolves offset to 
embedded 

executable by 
Iterating Blob



FusionDrive – Primary Functionality

Creates Mutex Decrypt Strings 
Generate ID 

using Checksum 
of Reg Key

Enter Beacon  
“Loop”

Upload System 
Information 

using 
GraphAPI

Check Task 
Available

Execute Task

• Upload System 
Information

• Execute 
Shellcode

Delete Task 
from OneDrive

Post Task 
Results to 
OneDrive



String Decryption

Strings decrypted via an 

XOR routine per string.

Refresh Token + ClientID in 

plaintext? 

“Shell of task = %d  
ended with code = %d”

“User-Agent: Mozilla/5.0 
(Windows NT 10.0; WOW64; 
rv:87.0) Gecko/20210101 
Firefox/87.0”



FusionDrive – OAuth + GraphAPI

STRONTIUM actors 
leverage fraudulent newly-
registered accounts to 
register OAuth apps for 
FusionDrive.

STRONTIUM
MicrosoftAccount & App Creation

Generate Refresh Token

FusionDrive

Hardcoded ClientID 
and RefreshToken

Authentication

GraphAPI Calls

"/v1.0/drive/root:/%s/History/%s:/content"
"/v1.0/drive/root:/%s/Home/%s:/content"
"/v1.0/drive/root:/%s/Home/%s"
"/v1.0/drive/root:/%s/Home:/children"

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:87.0) Gecko/20210101 Firefox/87.0



Peeling Apart the Layers @ Microsoft

Microsoft Threat Intelligence tracked 

the OAuth app back to a fraudulently 

created user account:

• Created weeks before intrusion

• Exclusively uses commercial VPN for 

interactions

• Uses temporary “burner” phone for 

account backup information 

jeremy.vide[@]outlook.com

Created: 2021/09/14
Infrastructure Used:
ExpressVPN
VyprVPN



FusionDrive – System Information

Enumeration of:
• Running Processes via 

NTQuerySystemInformation
• CLR Version via 

pwrshplugin.dll 
GetCLRVersionForPSVersion

• OSVersion via 
RTLGetVersion and 
GetNativeSystemInfo



FusionDrive – Executing a 2nd Stage

If the tasking from 

OneDrive has a 

“Command Code” of 2, 

the malware will take the 

decrypted payload and 
call CreateThread.



.NET Loader & Launcher

Validate Running 
Process (“Explorer.exe”)

Locate EHStorShell.dll 
and Load

XOR Decode Embedded 
.NET PE

Start .NET CLR with PE 
Blob

Sha256
13ad6ace04966d96d54a398293b9c2f2831b7054a22b4
f30eeb200bca19de28f

ProductVersion 16.0.4266.1001

ProductName Microsoft Office 2016

LegalCopyright © Microsoft Corporation. All rights reserved.

OriginalFilename csiresources.dll

FileVersion 16.0.4266.1001

CompanyName Microsoft Corporation

FileDescription Office Document Cache Intl Pluggable UI

InternalName CsiResources Dll

Export

Name: DllGetClass, ordinal: 1 Name: 
DllCanUnloadNow, ordinal: 2 Name: DllGetClassObject, 
ordinal: 3 Name: DllRegisterServer, ordinal: 4 Name: 
DllUnregisterServer, ordinal: 5

Linker Version VS2017 v15.6.0 build 26128 (*) XOR Decode PE Blob

Copy Decoded PE Bytes



C# -> PowerShell Empire

The C# binary is executed and 

used to initiate a “PowerShell” 

object and decrypt/execute a 

PowerShell string. 

The PowerShell string is an 

Invoke-Obfuscation PowerShell 

Empire Launcher. 
hxxps://wordkeyvpload[.]org



Detection and Disruption of  

FusionDrive

2023



Other Sightings of FusionDrive

Throughout 2022, Microsoft Threat Intelligence continued 

to observe usage of FusionDrive by STRONTIUM. 

Most notable activities include: 

• Campaigns in early 2022 attempting to use weaponized 

PowerPoint documents 

• Deployment of FusionDrive during several on-premise 

intrusions in Europe 



History of Actor Abuse Detection



Fraud and Abuse Triggers

Microsoft has proactively detected FusionDrive staging 

via standard “Fraud and Abuse” heuristics:

• Account age 

• Infrastructure used

• Suspect behaviors

• Proof / Backup details 

• Specific configurations of OAuth Apps



Beaconing to Microsoft Services 

During testing and deployment, 

FusionDrive’s interaction with 

Microsoft services is highly suspect:

• Periodicity

• High volume

• User-agent anomalies

• Usage of OAuth apps

• Indications of “control”

Periodic requests from a neutered 

beacon still actively communicating. 



Disruption of Activities

Throughout 2021 and 2022, Microsoft intelligence teams performed 
several coordinated internal disruptions of FusionDrive intrusions.

Termination of fraudulent 
accounts used by 

FusionDrive.

Prevention and detection 
of FusionDrive, often 

resulting in notification.

Detections deployed 
across Microsoft products 

to impact activity.

Proactive Consistent Robust



New Variant Using Telegram

August 2022 – Present: Shift in TTPs

• STRONTIUM responds to 

FusionDrive disruptions 

• Existing OneDrive variant no 

longer effectively communicating

• Replaces OneDrive variant with 

novel variant using Telegram via 

interactive intrusions

Sha256
fd18d64b7787c2be92d78dd7a5ff8d8c3382d8aeff1be3
85e33f2376c5eda5ef

ProductVersion 11.0.10586.0

ProductName Microsoft Windows Operating System

LegalCopyright © Microsoft Corporation. All rights reserved.

OriginalFilename imgutilsv.dll

CompanyName Microsoft Corporation

FileDescription IE plugin image decoder support DLL

InternalName imgutilsv.dll

Export Name: ServiceMain, ordinal: 1

Linker Version [LNK] VS2019 v16.8.3 build 29335



New Variant Using Telegram

Significant overlapping code and 
functionality:
• Same function resolution
• Same XOR string decryption
• Identical system survey 

Novel features:
• Some anti-debug features
• Use of TGBot C++ library for 

Telegram API transport 
https://github.com/egorpugin/tgbot

https://github.com/egorpugin/tgbot


Big Picture Takeaway

Platforms and vendors are uniquely positioned to 
disrupt threat activity to both enterprise and 
consumer. Intelligence is part of that puzzle.

Using cloud services may not be the OPSEC silver bullet 
actors think it is… There are always OPSEC trade offs. 



Intelligence Informed Defense

STRONTIUM has highly consistent tactics and techniques:

• Uses commercial VPN, residential proxies, or compromised IOT devices.

• Noisy enumeration, credential guessing and exploitation of public services.

• Manipulates identities and permissions to enable collection 

(ApplicationImpersonation and Mailbox Folder perms)

• Collection often via Exchange Web Services.

• Heavily uses compromised identities on single-factor remote access. 

Sometimes using post-exploitation tools in victim environments.

• Uses open-source tools (Impacket, Empire, etc).
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