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Agenda

• Motivation

• A (short) introduction to botnets and how to fight them

• Building an uber resilient botnet

• Further research

• Conclusions
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Why Botnets?
• Cyber crime in scale relies on 

large and functioning botnets

• Threat actors must continuously 
build and maintain these 
networks to support their ops

• Different groups and personas 
specialize in building this kind of 
infrastructure and these type of 
infection chains

• A robust and resilient botnet is 
key to the success or failure of 
an opperation
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Motivation
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• Neutralizing the botnet == 
destroy the operation

• Can a botnet survive 
“neutralizing”?

• Can a resilient botnet be cost 
effective?

• Can a father and daughter 
team survive joint research?



Basic Botnet Infrastructure

• Manually maintain a domain name 
pool
o Acquire dedicated domain names

o Abuse compromised servers

• Deliver initial domain name list to 
target
o Hard coded inside the malicious 

binary

o Dedicated configuration file

• Periodically update domain name 
list
o Through one of the functioning 

domains



Mid-level Practices
• DGA

• Name generation mechanism is embedded 
inside the malware distribution

• Automatically register new domains as they 
are required



Advanced Practices
• Usage of dedicated social networking profiles

o Facebook, Twitter, Instagram

• Cloud based file sharing services
o Dropbox, Google Drive

• Communication over “legit” services and tools



Darkreading - AI-Powered 'BlackMamba' Keylogging Attack 

Evades Modern EDR Security

Intel471 - How cybercriminals are using messaging apps to 

launch malware schemes



Tearing Down a Botnet
• Identify active resources

• Analyze captured samples

• Threat data enrichment

• Respond
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Identify Active Resources

• Network anomalies
oNonstandard ports
o Large packets
oStrange domain names

• EDR alerts
oProcesses using unusual 

communication channel

• IDS alerts
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Analyze Captured Samples

• Static analysis

• Dynamic analysis

• Extract more resources / 
algorithms
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Threat Data 
Enrichment

• Identify domain registration 
patterns

• Detect distinct paths and 
content on hacked servers

• Identification of certificates
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Respond
• IOC - Denylisting of network 

resources
o Domain names

o URI paths

o URI parameters

• Sink-holes
o Take over domain names

o Take over unprotected C&C 
servers

• Removal (client and server)
o Remove (or ban) accounts

o Identify all infected hosts
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CERT IL: alert_1460c



Researchers are Winning!

• Domain registration is expensive at scale

• Domain registration is traceable at scale

• New account registration for Google / 
Dropbox / etc. is very labor intensive and 
does not scale

• Network traffic uniquely identified and 
blocked
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Researchers are Winning!
• When a sample is captured, 

further registration of similar 
samples is denied

• When IOCs are put in place, 
existing bots can no longer 
communicate with the botnet

• When servers are taken down, 
the new botnet infrastructure 
will not be able to 
communicate with existing 
bots
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Researchers Lose to State 
Sponsored Actors

• Resource overflow
oEndless budget
oAbundance of HC

• Defy gravity
oCreate identities and resources at a gigantic 

scale
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Power to the People!
• Creating a botnet 

infrastructure for your 
everyday hacker

• Rely on public infrastructure

• Indistinguishable from 
legitimate traffic

• Individual bots never die

• Cheap!
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Not the Right Way
• Block Chain based 

infrastructure
oNoisy and expensive

• Individual bots register to a 
service
oComplex

oWay too expensive

• Off brand services
oEasily identified and blocked



Maybe the Right Way
• Single account used for 

distributing individual accounts

• Find a service with lax registration 
process (e.g. accepts ProtonMail)

• Initial sample contains credentials 
of a bootstrap account

• Backend generates a pool of 
individual accounts

• Upon infection a bot 
communicates through the 
bootstrap account to receive an 
individual account



Maybe Not?

• Two-way communication

• Bots survive a takedown of 
the bootstrap account

• Bots can survive a takedown 
of their individual account

• Sample must be replaced if 
bootstrap account is taken 
down

• Account creation is still a 
hassle

• Botnet is vulnerable to 
account exhaustion attack



When you don’t know 

something just                

it!



Epiphany

• Bots do not know the 

• Bots know how to for the 

• Bots know a when they one

terms are always … Right?



A Guide to Becoming a Malware 
Lord

Gather your 

minions

Build a weapon Steal the moon



• A service that supports anonymous 
data consumption

• Offers a flexible and diverse search 
functionality

• Content creation may require a 
registered account but content itself 
is not scrutinized

A Guide to Becoming a Malware 
Lord





Introducing….



• Media can be consumed anonymously

• Anonymous media search by arbitrary 
keywords

• Podcast content is not scrutinized 
(neither for copyright nor offensive 
content)



The Right to 
Free Speech

• Podcasts are easy to deliver 
through Spotify

• Use Castos to build Podcasts 
and upload episodes 
(19USD/month)

• Use podcasters.spotify.com to 
start publishing 
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Listen to Me!
• Data can be encoded into the 

audio stream, or the image 
associated with the episode
o Files are transformed when 

uploaded to Spotify
oData must be encoded / 

decoded using OCR or audio 
modulation

• Short data messages can be text 
encoded within episode 
description
oShort commands
oURL for downloads
o ID of another Spotify object
oDSA signature size is 64B (90 

chars)
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Making Initial Contact

• Search Spotify podcasts for some set keywords
oKeywords are packaged into malware distribution

oKeywords refer to podcast name

• Filter episodes by keywords in their description

• A digital signature is included in the description
oBots cannot be sink-holed
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Data encoding
• The episode contains 

commands / data 

• ID of the next episode to 
retrieve can be included in a 
command

• Retrieve an episode
ohttps://open.spotify.com/episo

de/0jud9pWI80eK4zMopVUy0q
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Keep the Show Running
• Assuming ALL episode 

links are being blocked 
OR even removed from 
Spotify

• Search Spotify again
ohttps://open.spotify.com/s

earch/guga/podcasts

oKey words are changed 
from time to time through 
botnet commands
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Further Research
• Bidirectional communication

oAnalytics based approach failed 
so far

• Ads based botnets
o Let the botnet find you!

• Instrumenting existing 
accounts
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Summary
• Multiple public platforms provide 

opportunity for resilient botnet 
infrastructure

• All these platforms can be easily put 
to work using simple APIs

• Cost of creating and maintaining 
such robust infrastructure is 
dropping sharply
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Conclusions
• Defender toolbox must 

change

• Generic defenses based on 
request IOCs fail to provide 
any protection

• Cheap and simple 
construction vs. expensive and 
complex dismantling

• New breed of tools
oContent (response) based
oPlatform agnostic
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Thank 

You!
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