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● Flagship Services

● Different Integrations with various services

● Azure Service Fabric - Powers Many Microsoft Services, 

Container Orchestrator

● Azure Cosmos DB - Fully Managed NoSQL, applies to 

MongoDB, Cassandra etc.

Why Azure Service Fabric and 

Azure Cosmos DB ?

https://learn.microsoft.com/en-us/azure/service-fabric/service-fabric-cluster-resource-manager-introduction


● What is Service Fabric and Service 

Fabric Explorer

● Why Fabric in the first place ?

● Service Fabric Explorer - Legacy VS 

New

● Shared Dashboard Concept

● Web Vulnerabilities ? 

FabriXss - CVE-2022-35829



● Service Fabric Explorer

FabriXss - CVE-2022-35829



● Web Vulnerabilities ? 

FabriXss - CVE-2022-35829

CSTI (Client Side Template Injection) ?



FabriXss - CVE-2022-35829

● A Typical CSTI/SSTI test payload



FabriXss - CVE-2022-35829

● AngularJS 1.5.0 Sandbox Escape - Encoded and Executed 



FabriXss - CVE-2022-35829

● Escaping the <a> tag



FabriXss - CVE-2022-35829

● Hashtag-Prefixed XSS Payload: Encoding and Execution



FabriXss - CVE-2022-35829



FabriXss - CVE-2022-35829

● Fabric Custom Settings

● Resetting Node Endpoint



FabriXss - CVE-2022-35829

● Complete Workflow - From Iframe to Resetting the Node



FabriXss - CVE-2022-35829

● Building the Exploit!



FabriXss - CVE-2022-35829



SuperFabriXss - CVE-2023-23383



SuperFabriXss - CVE-2023-23383

● What was changed ?

No more Old UI

Can’t Create 

Compose 

Deployment

Other Vectors ?



SuperFabriXss - CVE-2023-23383

Possible XSS ????



SuperFabriXss - CVE-2023-23383
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SuperFabriXss - CVE-2023-23383



SuperFabriXss - CVE-2023-23383

● Start Compose Deployment Upgrade

to the Rescue!



SuperFabriXss - CVE-2023-23383

● Complete Workflow - From Iframe to RCE



SuperFabriXss - CVE-2023-23383

http://drive.google.com/file/d/1u-3q3mKMisr1Fv3AtmRzL4Evf-yBesSx/view


CosMiss

● What is Azure CosmosDB?

● Integration with Jupyter Notebooks

● Why it is so interesting



CosMiss - The Research Process

● Internal infrastructure

● The API angle



CosMiss - The Internal Infrastructure



CosMiss - The API angle



CosMiss - The API angle



CosMiss - The API angle



CosMiss - The Twist

No Authentication 
Header





CosMiss - When Integration Goes Wrong



CosMiss - Code Injection





CosMiss - R/W Gadget to RCE



CosMiss

● Complete Workflow - From missing token validation to RCE



CosMiss

http://drive.google.com/file/d/1w4sbtklbRUBNPbUJFo4wiF86H0bSoVGV/view


CosMiss - Final Thoughts

● Kudos for MSRC for the quick patch

● The CSP can’t do everything by themselves

● Integrations are a great place to start your research in
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