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Security Strategy

5/ Policy File Importer

o File Edit
Z // o ‘ Policy Name Policy Type Flename  Folder
e %% MSFT Windows 10 1909 - BtLocker Computer registry pol Users\Administrator\Downloz
%, N MSFT Windows Server 1909 - Member Server Computer  registypol  C:\Users\Administrator\Downos
2 -./'/ S A MSFT Windows Server 1909 - Member Server User registry pol Users\Administrator\Downloz
/’-' ‘// x: -/// 2 MSFT Windows 10 1909 - User User registry pol Users\Administrator\Downloz
/‘- e /// e MSFT Intemet Explorer 11 - User User registrypol  C:\Users\Administrator\Downioz
- - // MSFT Windows 10 1908 and Server 1909 - Defender Antivirus Computer registry pol Users\Administrator\Downloz
] /“ ) ,//// MSFT Irtemet Explorer 11 - Computer Computer  registypol  C:\Users\Administrator\Downloz
7 2 /‘// p MSFT Windows Server 1909 - Domain Controller Computer registry pol Users\Administrator\Downloz
s / , MSFT Windows Server 1909 - Domain Controller User registry pol Users\Administrator\Downloz
g MSFT Windows 10 1909 and Server 1909 Member Server - Credential Guard  Computer registry pol Users\Administrator\Downloz
MSFT Windows Server 1909 - Domain Controller Vitualization Based Security Computer registry pol Users\Administrator\Downloz
> " » MSFT Windows 10 1909 - Computer Computer registry pol Users\Administrator\Downloz
) MSET Windaws 10 1808 - Ritl nekear Sar Temnlate  Grt Tmnl inf | lamrs\ Adminictratnr Nownlnz ¥
< >

Hardware Security Security by-default Attack big rocks
Baseline

Tsatlas T
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Running as admin Unrestricted Platform Memory Safety




Log On to Windows

Idser narme: I Adrnin

™ Log en using dial-up connection

ancel | Shutdowr, . Cpkions <<

Theliae N



Vindows

- H
(~ — _  immense security value

\dows (PPL, VBS) compensate for unnecessary

:
‘ kernel nota boundary.

YOU GAVE YOUR

EMPLOYEES FULL ADMIN RIGHTS? YES e Significant OS “debt” with admin

Running as admin introduces user friction through many elevations for
Common scenarios

Many win32 apps over privileged

=

EVERYTHING

Windows sandboxing focused on UWP, means many “classic” apps
Do not run with least privilege

T DID IT COST?




)

Reduce Developer effort to Provide frictionless end user

Malke It signicamtlyhakcemgig] onboard apps experience for isolated Apps

attackers to cause big damage



Win32 App Isolation in Windows 11

App Container
- Execute applicationat low IL
- Provide isolation

Helium Silos

« Used by MSIX
«  File system & registry virtualization

- Simplify installation & uninstallation

Brokering File System
» Mini-filter driver s Tt Demumerts et -
«  Manage access to user files per App

Tatian T

e -—— - —— -



Packaging your Existing win32

2gte n

Select environment

aging method

Prepare computer \ we create an app p omputer (or virtual machine) where you're installing the
app to capture the information the p tems may introduce unn f data into your

Status
() Create package on a remote machine MSIX Packaging Tool Driver Installed
This option | reate a package on a remote machine. . . .
We require the driver to be installed to package your app

() Create package on a local virtual machine Windows Undate is acti
This option lets you create a pac| 1 a virtual machine (Hyper-\ required). indows Ypdate 1s active

Pending reboot
mended action itemns Status

[ Windows Search is active Active

We recommend disabling W h u package your app

[[] 5M5 Host is active

We recommend disabling hi package your app

Disable selected

Previous

Thraanlliqs ™
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Packaging your Existing win32 cont.

ackaging Tool

ene

Installation Welcome to Notepad++ v8.5 SEtUp

Your installer will start momentarily. Install the application before continuing to the next step.

Installer may take several seconds to start.

have ad nal installers or executables, run them in the same environment as your initial installer.
this before g to the ne

Installation Restart machine

Restart machine

Click Mext to continue.

Thraanlliqs ™
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Application package manifest — before profiling

v <Package xmlns="http://schemas.microsoft.com/appx/manifest/foundation/windows10" xmlns:previewsecurity2="http://schemas.microsoft.com/appx/manifest/preview/windows10/security/2"
xmlns:uap="http://schemas.microsoft.com/appx/manifest/uap/windows1@" xmlns:uapl@="http://schemas.microsoft.com/appx/manifest/uap/windows16/10"
xmlns:desktop7="http://schemas.microsoft.com/appx/manifest/desktop/windows10/7" xmlns:desktop9="http://schemas.microsoft.com/appx/manifest/desktop/windows10/9"
xmlns:rescap="http://schemas.microsoft.com/appx/manifest/foundation/windows10/restrictedcapabilities” xmlns:com="http://schemas.microsoft.com/appx/manifest/com/windows10" Ignorabl
desktop7 desktop9 rescap com previewsecurity2">

<!-- Package created by MSIX Packaging Tool version: 1.0.0.1 -->
<Identity Name="AppSilo-NotepadPP" Publisher="CN=Fabrikam Corporation, O=Fabrikam Corporation, L=Redmond, S=Washington, C=US" Version="1.0.0.0" ProcessorArchitecture="x64"/>
v <Properties>
<DisplayName>AppSilo Notepad++</DisplayName>
<PublisherDisplayName>Fabrikam Corporation</PublisherDisplayName>
<Description>Notepad++ AppSilo</Description>
<Logo>Assets\StorelLogo.png</Logo>
» <uapl@:PackageIntegrity>

</uapl@:Packagelntegrity>
</Properties>
» <Resources>

</Resources>
v <Dependencies>
<TargetDeviceFamily Name="Windows.Desktop” MinVersion="10.0.22622.0" MaxVersionTested="10.0.22622.0"/>
</Dependencies>
v<Applications>
v<Application Id="NOTEPAD" Executable="VFS\ProgramFilesX64\Notepad++\notepad++.exe" uapl@:TrustlLevel="appContainer" previewsecurity2:RuntimeBehavior="appSilo">
v <uap:VisualElements BackgroundColor="transparent" DisplayName="Notepad++" Squarel50x158Logo="Assets\NOTEPAD-Squarel50x150Logo.png" Squared4x44logo="Assets\NOTEPAD-Square44x4
Description="Notepad++">
<uap:DefaultTile Wide310x150Logo="Assets\NOTEPAD-Wide310x150Logo.png" Square310x318Logo="Assets\NOTEPAD-Square310x31@Logo.png" Square71x71Logo="Assets\NOTEPAD-Square71x71L«
</uap:VisualElements>
» <Extensions>

</Extensions>
</Application>
</Applications>
v<Capabilities>
<rescap:Capability Name="runFullTrust"/>
</Capabilities>
</Package>



Some resou e declared by a packaged
application |
Find the necessary capabilities
Declare them in the MSIX package manifest

Capability-based access protects resources that are unnecessary to the application package.




Drag & Drop

Printing

Systray lcons/Shell Notifications
Revoke Permissions through settings




Win32 Feature Parity Demo

Thelinse ™



Administrator
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Protects from malware but DOES NOT
protects from user mistakes

Used by enterprise /w
Used by consumers and enterprises




3" party apps remove unnecessary privs




Elevation User Experience

Defaults to Passwordless auth to improve experience

1ce secunty

End-user SImply IaunChes the app . Allow Java SE Runtime Environment to install

and make changes on this PC?

« The app elevates with secure passwordless experience
« Least privilege admin is used to secure elevation

« User continues as least privilege after task is completed .o
o

lisher: Oracle America In

Hello Alice

" jdk-19 windows-x64_bin 10/6/2022 6:05 PM Windows Installer Package 161,480 KB

an

U
p—
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S &
= =
My Computer My Briefcase

Welcome

I Register Now
Welcome to the exciting new world of Windows
I Connect to the Internet 98, where your computer desktop meets the

Discover Windows 98 Internet!

Maintain Your Computer Sit back and relax as you take a brief tour of
the options available on this screen.

If you want to explore an option, just click it.

B Show this screen each time Windows 98 starts.

@Staﬂ | & €,74 %) || S welcome to Windows 98




App signing not re “Security processor fundamentals
WUgle[lWS protection




Al-driven consumer app control stops malware

Smart App Control evaluates appiandined app

User downloads app but idemt#feeibasisadiltidtise app is safe |

User opens yrinQWirnet

file from email Attacker gains access
and writes binary

Smart App Control has blocked this app fe

<<appname>> may steal or damage your personal info, encrypt it so you can't
access it, or use your device to attack other people.

Verified publisher: Unknown

Learn more

Win32 app tries to run

Send feedback Get apps from Store

Starting Microsoft Word...

Windows 11 only runs “safe” apps by
default

Microsoft has validated it e.g.
Store-signed apps, Drivers

Microsoft’s cloud Al/ML predicts
app is safe

It is signed by a certificate in the
Microsoft root program

Untrusted apps, scripts, and file-
based executables, such as malware,
are unable to run

Users can opt-out to desktop mode

and rely on protection solely from
traditional AV

s - — - sl D



.

ke

Defender E——)

Partial protection 5k devices infected Full protection. No new
infections

Defender
Signature
updated

Hour 36 e




Controlled rollout
Maintaining the user’s posttive experience

‘ Windows Security

Windows updated your settings

We turned on Smart App Control to better protect
your device.

Learn more

Learning & Personalization Mode Enforcement Mode

Smart App Control Cloud Al model determinesif the Smart App Control

enabled on clean installs in user’'s device is a good candidate enforcement optimized for

evaluation mode for enforcement based on app users most likely to have a
usage positive experience

et 1



Pluton Security Processor

Robust Hardware

Dedicated security processor that is embedded inside the larger system-on-chip
(SoC) integrated circuit

Pluton has its own microcontrollercore, which boots from its own ROM and
then loads the integrity-verified Pluton firmware into dedicated SRAM

Architecture provides isolation from main CPU cores — side channel attacks
against main system DRAM cannot extract data from Pluton SRAM

Main CPU cores communicate with Pluton using dedicated security
hardened hardware interface

Firmware renewability
OS can load new validly signed firmware from OS disk

- Allows new firmware to be delivered like OS file updates in addition to
supporting typical firmware update mechanisms like UEFI capsule updates

Provides faster method to address security issues

Investments in memory-safe languages

- Aim for high bar for software correctness through proper architecture,
careful design, exhaustive testing and internal\external code reviews

+ Work underway to incorporate Rust into future Pluton firmware
iImplementations to gradually transition to memory-safe languages

Applications

Windows OS

OS services

Pluton driver TPM driver

SOFTWARE

System on chip

Pluton Security Processor

Microsoft Pluton firmware

Micro- oTp
controller

Crypto block

RSA/
3 E3 E £ B3

CPU cores

CPU subsystem

HARDWARE AND FIRMWARE




Pluton as a Key Storage Provider Tl

Current protection of credentials is often not adequate
against sophisticated attacks as they are not reliable or
resilient to attacks (i.e. protected by software or
reliability issues or attack vector identified etc.)

Credentials are safeguarded by Pluton security
processor which is integrated into silicon

Apart from hardening, Pluton provides a reliable
infrastructure for a better user experience S

Future OS releases will incorporate a new Pluton Key Q4
Storage Provider and integrations planned with Azure —
Active Directory and Intune ﬂ

s - — e el D



By design, OAuth artifacts are bearer tokens,
meaning they are vulnerable to post-breach
token theft and replay.

- Relatively rare but growing
- Estimate ~60k token replay attacksin Feb 23, up
100% YoY.

- Damage: full user impersonation, bypassing CA, strong
auth, device and network controls, detection.

- Huge concerns for highly regulated customers
(FinServ, gov, healthcare), esp. in the light of the latest
security breaches.

Thelinse ™



Bearer token request

User device

Relying Party




Sign In Sessions

App Sessions

Authentication artifacts

SSO state for a user on a device. Long
lived and renewable. Can issue tokens
for any app to any service. (Protected on
registered device)

App sign in state. Specific to app, long
lived and renewable. Can issue
Authorization tokens for specific app to
any service the app and user has
permissions for.

Authz token. Specific to app and
resource scope (e.g.,Outlook
client/mail.read)

Short lived, and not renewable.

Cookies often set by web applications
containing authenticated user session

Primary Refresh Token
(PRT)

Refresh Token (RT)

Access Token (AT)

User Session Cookies
(AAD)

Refresh Token (RT)

Access Token (AT)

Web app auth cookie

Thelinse ™



Token theft

User device

Malware

Malicious insider

Attacker controlled
proxy

|dentity
provider

101010
ololol
101010

Relying
Party

Server Logs

Breach of server logs

s - — - el



Token Replay

|dentity
provider

101010
ololol
101010

Relying
Party

—-— e D



What is Token
Protection?

Token Protection makes resources resistant to access
from devices other than to which the user signed
in

- Resists access to a resource using a session artifact stolen
from a user’s device and replayed from an attacker-
controlled device

- Token is cryptographically bound to a device with a
binding key and cannot be used without the binding key

- Strength of Token protection depends on how the key is
established and how well it's protected.

- —— - -



nd using application proof of

Usling_Azure AD Conditional Access a customer can:

1. Require sign in sessions to be bound to issue
access tokens (unbound refresh tokens won’t be
accepted)

2. Only issue bound access tokens

3. Require that workload auth session cookies are
bound to device

If access token or workload cookie is bound, resource
validates binding only accepts from the device they are
issued to




Device Registration

o

Secure key Broker

storage PRT

Register Device: Including device and
binding root keys

Registered device
Object - Public keys for
device and binding

- ——- - -



Token protection for Sign In Sessions

Q. @pm ] REQUEST: PRT U
e

Secure key 4 Broker
storage :

RESPONSE: Access token

Relying Party




Token Protection for Sign In and App

REQUEST: PRT + AT PoP O

Secure key RESPONSE: Access token with cnf claim
storage

CLIENT App: Generates PoP AT (SHR)

(]
PoP AT (SHR)

‘ Relying Party







« Windows Millennium Edition Setup

g Preparing to run
Windovws Setup

@ Collecting infarmation Windows Millennium Edition Setup Wizard

ahout your computer
By Copying Windows Welcome to Windows Me Setup

"= files to your computer

B Festarting yaur
computer

Setting up hardware
and finalizing settings

Lze than prey

Setup will take from 30 ta B0 minutez, depending on the
zpeed of your computer.

Estimated time
FermEininG: To begin Setup, click Mest,

30-60 minutes

Watch here for
information about
Windowes Setup.




Microsoft and Memory Corruption

Red u Ced | I’WeStment | Is CVE a Memory Safety Issue (RCE, EOP, Info Disclosure)?
mitigate exploit (CFG/X

161

Increased investment in bug
class elimination

Incremental Progress T
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@ David Weston (DWIZZZLE)

dwrite font parsing ported to Rust? @ @ @

@ David Weston (DWIZZZLE)

Windows is putting Rust in the kernel E‘) learn more at my
talk.

106.6K

Arden White, Christopher Leung, and many others are to thank for this work

s - — e el D



Rust in Windows: Crawl

- Learn by doing: Exploration = Flighting = Production (crawl = walk
- run)

- Direct impact: Improve security

ndirect impact: Gain experience with transitioning to Rust in

oroduction
- Costs of learning Rust?

- Costs of porting Rust?

- Costs of writing new Rust?

- Is the full pipeline of Rust tooling ready? Debugging, perf, cross-platform, POGO, etc.
- Costs of maintaining a hybrid C++/Rust codebase?

e R IR S



What is DWrite? What is DWriteCore?

- Full stack for text analysis, layout, and rendering
- Ships in Windows (dwrite.dll)
- Handles all major languages and scripts

- Huge amount of inherent complexity: complex scripts, complex glyph
descriptions

- DWriteCore is DWrite “undocked” from Windows

- Builds outside of Windows repo
- Cross-platform: Windows, Linux, Android, iOS, Mac OS

- Office contains an old fork (dwrite10), is migrating to DWriteCore for some
platforms

- All new feature developmentin DWrite has shifted to DWriteCore

- Collaboration between Rust team and DWrite team begin
in 2020

DWriteCore is now ~152 KLOC of Rust, ~96 KLOC of C++

o m—
E———
— ]
—] ]
- ]
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Layout (10 KLOC) DWrite
Line layout, justification I nte rnals

Text run management: bold, italics, font face, underline, etc.

Font fallback: Most fonts don't contain all glyphs (e.g. emoji) Total ported code ~= 152 KLOC

2som.e modules not shown).
Precise counts are

Shaping (36 KLOC) + OTLS (18 KLOC) complicated, due to test code.)

All code is 100% safe code,

Complex script-specific layout: Thai, Indic, Arabic, Hebrew, Hangul, etc. except at C++ boundary

Mandatory for complex scripts

Many are driven by hand-written FSMs Not all parts of DWrite are
Complex transformation rules stored in font files (OpenType) shown; jUSt those relevant to
Transforms sequences of glyphs, e.g. ligatures, connected scripts port

Unesele Anales Glyph Data + Glyph Rendering (24 KLOC)

(6 KLOC) « Computes vector curves, runs bytecode programs (!!) from font
files to adjust them
Very large property tables  Rasterizes vector curves to bitmaps
Defined by Unicode standard * Provides metrics (advance width, x-height, side bearings)

+  Scales bitmaps for high-density scripts (e.g. Chi
cales bitmaps for high-density scripts (e.g. Chinese) Bhenallins 0

—-— e D
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Integrating C++ and Rust

- DWriteCore internally uses COM-like interfaces. These were a good integration point

for C++/Rust, and provided natural boundaries for incremental porting.

- DWriteCore public APIs are all COM. In some cases, Rust code is directly callable from

app code, through COM interfaces.

(INumberSubstitution, com:: {

"9d5d67e0-7bde-4f6d-a073-360c5c381dd6") : IDWriteNumb erSubstitution #luuid("9d5d67e0-7bde-4f6d-a073-360c5c381dd6")]
interface INumberSubstitution : IDWriteNumberSubstitution {

GetMode(&self) -> NumberSubstitutionMode;
GetChars(&self) -> NumberSubstitutionChars;
GetScript(&self) ->u32;

NumberSubstitutionMode GetMode() =0;
NumberSubstitutionChars & GetChars() =0;
uint32_t GetScript() =0;

& In other places, we statically link Rust and C++ code.

#[no_mangle]
"C" fn Rust_Layout_CreatelnlineObject(
layout: IDWriteTextLayout,
bound_mode: InlineLlayoutBoundMode,
adjust_baseline: bool,
) -> IDWritelnlineObject {

"C" IDWritelnlineObject* Rust_Layout_CreatelnlineObject(
IDWriteTextlLayout *layout,
InlineLayoutBoundMode boundMode,

adjustBaseline);

Tanalins T

s - - -_—— - - -
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How much time did porting take? Regressions?

TrueType:

~2 months (1 dev, experienced in Rust) for the core functionality
~2 months for exhaustive comparison testing and regression fixing

Shaping + OTLS
~2 months
~1 month for comparison testing and regression fixing
~2 weeks for performance improvements

Layout

~1.5 months
~2 weeks for testing / regression fixing

Unicode analysis
SPAVCELS
Low rate of regressions; very data-oriented

s - — - sl D



Win32k GDI port to Rust
- Ported the REGION data type and functions

- Models overlapping controls (e.g., windows) in GDI.

- "Leaf node” data type: few dependencies, many dependents.

- Old (late 80s, early 90s), and perf critical (designed for a 286/386).

- Maintenance nightmare: open-coded vector resizing and ref-counting.

- Currently disabled via a feature-flag.
- Windows boots with the Rust version, and all GDI tests pass.

.Q| Windows Media Player

Organize ¥  Stream ~




private: scan_count: usize,

ULONGSIZE_T sizeScanAlloc; scan_data: Vec<i32»>,
bounds: RECTL,

//-fields above: here-are-untouched-by-vCopy.

PSCAN pScan;
//-pscnTail-gets-updated-in-vCopy

PSCAN pscnTail;
//-fields-below-here-get-copied-in-vCopy, - fie
ULONGSIZE T - sizeScan;

COUNT cScans;
RECTL rcl;




Progress so far

- ~36 KLOC in the Rust port.

- Perf of the ported code has been excellent

- No perf difference in Office apps (as measured by PCMark 10).
+ Micro-benchmarks show mostly no differences, with some wins for Rust.

- Has driven changes upstream in Rust
- More try_ methods for Vec that don't panic on OOM:

- Calls to extern functions means there’'s a lot of “unsafe” code

- Currently 163 unsafe functions (~10%) and 271 unsafe blocks.
- But as we port more code, these have been disappearing.
- We've even been able to write a SysCall is completely safe code.

e R IR S


https://github.com/rust-lang/rust/pull/95051

CPU architecture

CherilOT, Memory Tagging, and other approaches being investigated for broad memory safety strategy







Killing bug classes is our focus
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