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Windows 11: The journey to 

security by-default



Windows 11: Security Strategy



òBig Rocksó



The road to adminless Windows



Admin by default one of the core issues in Windows

Removing admin  has immense security value

Significant OS òdebtó with admin

Many win 32 apps over privileged



Win32 App Isolation Goals 

Make it significantly harder for 

attackers to cause big  damage

Reduce Developer effort to 

onboard apps

Provide frictionless end user 

experience for isolated Apps

Containment Developer Simplicity User Transparency



App Container
Å Execute application at low IL

Å Provide isolation

Helium Silos
Å Used by MSIX

Å File system & registry virtualization

Å Simplify installation & uninstallation

Brokering File System
Å Mini -filter driver

Å Manage access to user files per App

Win32 App Isolation in Windows 11



Packaging your Existing win 32



Packaging your Existing win 32 cont.



Application package manifest ð before profiling



Problem
Application will lose access to standard user resources once packaged

Files

Registry items

Camera, microphone, location

Solution
Some resources allow access based on capabilities that can be declared by a packaged 

application

Find the necessary capabilities

Declare them in the MSIX package manifest

Capability-based access protects resources that are unnecessary to the application package.

Application Capability Profiler (ACP)



Win32 Feature Parity

Implicit Brokering

Manifest Extension Support

FileType Association

ComServers

Modern and Classic Context Menus

Drag & Drop

Printing

Systray Icons/Shell Notifications

Revoke Permissions through settings

Application experience



Win32 Feature Parity Demo





Standard User

Does not have admin rights

Cannot elevate and need intervention 

from IT admin, PAM 

Protects from malware & user 

mistakes

Used by enterprise /w PAM

Admin-less user

Does not have persistent admin rights 

and cannot login as admin.

Can elevate by itself with just in time, 

non-persistent admin rights.

Uses passwordless strong auth for 

secure elevation

Protects from malware but DOES NOT 

protects from user mistakes

Used by consumers and enterprises

No Privilege User

Least Privilege User




