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ecurity Strategy

5/ Policy File Importer

o File Edit
Z // o ‘ Policy Name Policy Type Flename  Folder
e %% MSFT Windows 10 1909 - BtLocker Computer registry pol Users\Administrator\Downloz
%, N MSFT Windows Server 1909 - Member Server Computer  registypol  C:\Users\Administrator\Downos
2 -./'/ S A MSFT Windows Server 1909 - Member Server User registry pol Users\Administrator\Downloz
/’-' ‘// x: -/// 2 MSFT Windows 10 1909 - User User registry pol Users\Administrator\Downloz
/‘- e /// e MSFT Intemet Explorer 11 - User User registrypol  C:\Users\Administrator\Downioz
- - // MSFT Windows 10 1908 and Server 1909 - Defender Antivirus Computer registry pol Users\Administrator\Downloz
] /“ ) ,//// MSFT Irtemet Explorer 11 - Computer Computer  registypol  C:\Users\Administrator\Downloz
7 2 /‘// p MSFT Windows Server 1909 - Domain Controller Computer registry pol Users\Administrator\Downloz
s / , MSFT Windows Server 1909 - Domain Controller User registry pol Users\Administrator\Downloz
g MSFT Windows 10 1909 and Server 1909 Member Server - Credential Guard  Computer registry pol Users\Administrator\Downloz
MSFT Windows Server 1909 - Domain Controller Vitualization Based Security Computer registry pol Users\Administrator\Downloz
> " » MSFT Windows 10 1909 - Computer Computer registry pol Users\Administrator\Downloz
) MSET Windaws 10 1808 - Ritl nekear Sar Temnlate  Grt Tmnl inf | lamrs\ Adminictratnr Nownlnz ¥
< >

Hardware Security Security by-default Attack big rocks
Baseline
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Running as admin Unrestricted Platform Memory Safety




Log On to Windows

Idser narme: I Adrnin

™ Log en using dial-up connection

ancel | Shutdowr, . Cpkions <<

Tierallas ™
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dows

(‘ - = - immense security value

I " dows (PPL, VBS) compensate for unnecessary
' ' >kernel nota boundary.

YOU GAVEYOUR =

'EMPLOYEES FULL ADMIN RIGHTS? YES | ant OS &debt 6 with admin

Running as admin introduces user friction through many elevations for
Common scenarios

Many win 32 apps over privileged

B

EVERYTHING

Windows sandboxing focused on UWP, means many “classic” apps
Do not run with least privilege

T DIDIT COST?




e

Reduce De;eloper effort to Provide frictionless end user
onboard apps experience for isolated Apps

 ~ o 4

Make it significantly harder for
attackers to causebig damage



Win32 App Isolation in Windows 11

App Container
A Execute applicationat low IL
A Provide isolation

Helium Silos

A Used by MSIX
A File system & registry virtualization

A Simplify installation & uninstallation _

Brokering File System

A Mini-filter driver
A Manage access to user files per App




Packaging your Existing win

2gte n

Select environment

aging method

Prepare computer \ we create an app p omputer (or virtual machine) where you're installing the
app to capture the information the p tems may introduce unn f data into your

Status
() Create package on a remote machine MSIX Packaging Tool Driver Installed
This option | reate a package on a remote machine. . . .
We require the driver to be installed to package your app

() Create package on a local virtual machine Windows Undate is acti
This option lets you create a pac| 1 a virtual machine (Hyper-\ required). indows Ypdate 1s active

Pending reboot
mended action itemns Status

[ Windows Search is active Active

We recommend disabling W h u package your app

[[] 5M5 Host is active

We recommend disabling hi package your app

Disable selected

Previous

Thraanlliqs ™
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Packaging your EXxisting win 32 cont.

ackaging Tool

ene

Installation

Welcome to Notepad++ v8.5 Setup

Your installer will start momentarily. Install the application before continuing to the next step.

Installer may take several seconds to start.

have ad nal installers or executables, run them in the same environment as your initial installer.
this before g to the ne

Installation Restart machine

Restart machine

Click Mext to continue.

Thraanlliqs ™
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Application package manifest o before profiling

v <Package xmlns="http://schemas.microsoft.com/appx/manifest/foundation/windows10" xmlns:previewsecurity2="http://schemas.microsoft.com/appx/manifest/preview/windows10/security/2"
xmlns:uap="http://schemas.microsoft.com/appx/manifest/uap/windows1@" xmlns:uapl@="http://schemas.microsoft.com/appx/manifest/uap/windows16/10"
xmlns:desktop7="http://schemas.microsoft.com/appx/manifest/desktop/windows10/7" xmlns:desktop9="http://schemas.microsoft.com/appx/manifest/desktop/windows10/9"
xmlns:rescap="http://schemas.microsoft.com/appx/manifest/foundation/windows10/restrictedcapabilities” xmlns:com="http://schemas.microsoft.com/appx/manifest/com/windows10" Ignorabl
desktop7 desktop9 rescap com previewsecurity2">

<!-- Package created by MSIX Packaging Tool version: 1.0.0.1 -->
<Identity Name="AppSilo-NotepadPP" Publisher="CN=Fabrikam Corporation, O=Fabrikam Corporation, L=Redmond, S=Washington, C=US" Version="1.0.0.0" ProcessorArchitecture="x64"/>
v <Properties>
<DisplayName>AppSilo Notepad++</DisplayName>
<PublisherDisplayName>Fabrikam Corporation</PublisherDisplayName>
<Description>Notepad++ AppSilo</Description>
<Logo>Assets\StorelLogo.png</Logo>
» <uapl@:PackageIntegrity>

</uapl@:Packagelntegrity>
</Properties>
» <Resources>

</Resources>
v <Dependencies>
<TargetDeviceFamily Name="Windows.Desktop” MinVersion="10.0.22622.0" MaxVersionTested="10.0.22622.0"/>
</Dependencies>
v<Applications>
v<Application Id="NOTEPAD" Executable="VFS\ProgramFilesX64\Notepad++\notepad++.exe" uapl@:TrustlLevel="appContainer" previewsecurity2:RuntimeBehavior="appSilo">
v <uap:VisualElements BackgroundColor="transparent" DisplayName="Notepad++" Squarel50x158Logo="Assets\NOTEPAD-Squarel50x150Logo.png" Squared4x44logo="Assets\NOTEPAD-Square44x4
Description="Notepad++">
<uap:DefaultTile Wide310x150Logo="Assets\NOTEPAD-Wide310x150Logo.png" Square310x318Logo="Assets\NOTEPAD-Square310x31@Logo.png" Square71x71Logo="Assets\NOTEPAD-Square71x71L«
</uap:VisualElements>
» <Extensions>

</Extensions>
</Application>
</Applications>
v<Capabilities>
<rescap:Capability Name="runFullTrust"/>
</Capabilities>
</Package>



Some reso be declared by a packaged
application |
Find the necessary capabilities
Declare them in the MSIX package manifest

Capabilitybased access protects resources that are unnecessary to the application package.




Drag & Drop

Printing

Systraylcons/Shell Notifications
Revoke Permissions through settings




Win32 Feature Parity Demo

Thelinse ™



Administrator
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Protects from malware but DOES NOT
protects from user mistakes

Used by enterprise /w
Used by consumers and enterprises







