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Our Story Begins



What started our investigation?

Thursday afternoon, October 5th, 2023

A very suspicious and rare alert appeared 

in our telemetry

Someone was trying to terminate our agent 

from the kernel



Oct. 7



The Journey begins:

Pulling threads and following breadcrumbs…



Initial Access and Establishing Foothold: 

Vulnerable Web Applications and Web Shells



Initial Access and Establishing Foothold: 

Vulnerable Web Applications and Web Shells

Webshell similarities with previous research

October 2023 Webshell Webshell in previous research by SentinelOne

https://assets.sentinelone.com/sentinellabs/evol-agrius



Reconnaissance: NBTScan, Wineggdrop, and 

Nimscan Port Scanners

NBTScan

Wineggdrop



Attack Timeline, October 2023

5.10.2023 

reconnaissance 

and later 

movement in DMZ

6.10.2023 

- evening

Attacker 

gains 

access to 

LAN env

7.10.2023 early 

in the morning

Attacker gains 

access to the 

Domain 

Controller and 

retrieves a 

domain admin 

account

5.10.2023 

early in 

the 

morning

Initial 

access 

from web 

server

6.10.2023 - 

evening

Attacker 

gained local 

administrato

r 



Data Exfiltration: A Custom SQL Extractor Tool

Files extraction 

and archiving

Writing of the 

extracted data to 

CSV files



Data Exfiltration: A Custom SQL Extractor Tool



Data Exfiltration: A Custom SQL Extractor Tool

Data exfiltration 

using pscp



Attack Timeline, October 2023

5.10.2023 

reconnaissance 

and later 

movement in DMZ

6.10.2023 

- evening

Attacker 

gains 

access to 

LAN env

7.10.2023 early 

in the morning

Attacker gains 

access to the 

Domain 

Controller and 

retrieves a 

domain admin 

account

7.10.2023 

after-noon

Started data 

exfiltration

5.10.2023 

early in 

the 

morning

Initial 

access 

from web 

server

6.10.2023 - 

evening

Attacker 

gained local 

administrato

r 



And then… Wipers!



Attack Timeline, October 2023

5.10.2023 

reconnaissance 

and later 

movement in DMZ

8.10.2023

Attempted 

deletion of 

evidence and 

causing 

damage

6.10.2023 

- evening

Attacker 

gains 

access to 

LAN env

7.10.2023 early 

in the morning

Attacker gains 

access to the 

Domain 

Controller and 

retrieves a 

domain admin 

account

7.10.2023 

after-noon

Started data 

exfiltration

5.10.2023 

early in 

the 

morning

Initial 

access 

from web 

server

9.10.2023 noon

Attacker lost 

connection to 

the network

6.10.2023 - 

evening

Attacker 

gained local 

administrato

r 



Data Destruction: Wipers

● Designed to cause destruction

● Destroy data

● Render the system unusable

● Erase evidence of execution

● Not a Ransomware



Build your own wiper in 4 steps 

Step 1: File enumeration

Step 2: Overwriting files with junk

Step 3: MBR Corruption

Step 4: Force reboot!



Data Destruction: The Discovery of Three Previously 

Undocumented Wipers

PartialWasher MultiLayer BFG Agonizer



Data Destruction: The Discovery of Three Previously 

Undocumented Wipers

PartialWasher



Data Destruction: The Discovery of Three Previously 

Undocumented Wipers

BFG Agonizer

IAT unhooking

DLL unhooking



Data Destruction: The Discovery of Three Previously 

Undocumented Wipers

PartialWasher MultiLayer BFG Agonizer

Code similarities with previously known tools:

Apostle

Fantasy

IPSec Helper



The MultiLayer Wiper: 1st Clue of its Origin

MultiLayer
IPsec Helper

Apostle

SelfDelete function code similarities 

https://assets.sentinelone.com/senti

nellabs/evol-agrius

https://assets.sentinelone.com/sentinellabs/evol-agrius

https://assets.sentinelone.com/sentinellabs/evol-agrius


The MultiLayer Wiper: 2nd Clue of its Origin

Recursive directory 

listing function 

code similarities 

with the Fantasy 

wiper

MultiLayer’s “MultiList” component

Fantasy wiper

https://www.welivesecurity.com/2022/12/07/fantasy-new-agrius-wiper-supply-chain-attack/



The MultiLayer Wiper: 3rd Clue of its Origin

Reboot function 

code similarities 

with another 

known wiper 

dubbed Apostle

MultiLayer wiper

Apostle wiper



Strengthening the Iranian Connection



Attribution Diamond Model

Adversary

Capabilities Infrastructure

Victim(s)

Webshells

Mimikatz

ProcDump

NBTScan

Custom SQL Extraction tool

Custom Wipers

185.105.46[.]34

185.105.46[.]19

93.188.207[.]110

109.237.107[.]212

217.29.62[.]166

81.177.22[.]182

Agonizing Serpens (AKA Agrius, BlackShadow)

Israeli tech and higher 

education sectors



Who is Agonizing Serpens (AKA Agrius)?

An Iranian-

linked APT 

group

Active since 

2020

Fake ransomware 

and destructive 

wipers attacks

Israel

Goal #1: Steal and 

publish PII and 

intellectual property

Goal #2: Wreak 

havoc and wipe 

endpoints





Agrius Stepping Up Their Game!





EDR Bypass Attempt #1

Manipulation 

attempt of the 

auto-start service 

functionally



EDR Bypass Attempt #2

GMER driver

An attempt to 

terminate the EDR 

service 

GMER loader - 

drvIX.exe



EDR Bypass Attempt #3

Rentdrv2 driver

Another attempt 

to terminate the 

EDR service 

Rentdrv2 loader - 

drvIX.exe



Key Takeaways



Key Takeaways

● Iran uses cyber warfare to advance its military and political agenda: 

○ Cyber espionage

○ Psychological warfare and awareness engineering

○ Obfuscates its involvement via “proxies”

○ Wipers as a weapons of mass destruction in modern warfare



Key Takeaways

● Iranian Agrius APT steps up their game: 

○ Discovery of three undocumented wipers

○ Custom SQL exfiltration 

○ Extensive EDR bypass attempts 



Key Takeaways

A cautionary tale: It can happen to you, too. 

● Vulnerable, unpatched internet facing assets.

● Weak password policy, no MFA on admin accounts. 

Lastly, 

● Context matters, attribution matters.



Thank you!

Questions?

https://unit42.paloaltonetworks.com/agonizing-

serpens-targets-israeli-tech-higher-ed-sectors/
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