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Microsoft MVR 2022 Azure Leaderboard and 

General Leaderboard

Not even on the list :(

Nice but…





Microsoft MVR 2023 Azure Leaderboard and 

General Leaderboard

7th on Global Azure 

Leaderboard

Much Better



Azure Services Overview

What’s in scope?

https://oai.azure.com (Azure OpenAI)

https://ai.azure.com (Azure AI Studio)

https://explorer.digitaltwins.azure.net (DigitalTwins, iOT)

https://orcaresearch.blob.core.windows.net (Azure Blob, Storage)

https://network.hosting.portal.azure.net (Network Iframes)

https://orca-research.eastus.cloudapp.azure.com (Service Fabric)

https://main.iothub.ext.azure.com (iOT Hub)

https://dev.azure.com (Azure DevOps)

https://api.cognitive.microsoft.com (AI/ML Services)

https://research-hd.azurehdinsight.net (HDInsight )

https://powerapps.microsoft.com (Power Platform and more)

https://app.powerbi.com/ (Power BI)

https://eastus2.datalakeanalytics.azure.com (Data Lake Analytics)

https://insights.timeseries.azure.com (Time Series Service)

https://thisis0xczar.developer.azure-api.net (Developer Portal)

https://0xczar.91864.eastus.hdinsightaks.net (HDInsight on AKS)

https://main.iothub.ext.azure.com (IOT Hub)

https://0xczar-diagnostics.azurefd.net (Azurefd)

*.graph.windows.net / *.onmicrosoft.com (Azure AD)    

*.azure-api.net (Azure API Management)

*.cloudapp.net (Azure Cloud Services and Azure VM)

*.cloudapp.azure.com (Azure Cloud Services)

*.azurecr.io (Azure Container Registry)

*.vo.msecnd.net (Azure Content Delivery Network (CDN))

*.cosmos.azure.com (Azure Cosmos DB)

*.documents.azure.com (Azure Cosmos DB)

*.azurefd.net (Azure Front Door)

*.vault.azure.net (Azure Key Vault)

*.azmk8s.io (Azure Kubernetes Service)

*.management.core.windows.net (Azure Management Services)

*.origin.mediaservices.windows.net (Azure Media Services)

*.queue.core.windows.net (Azure Queue Storage)

*.servicebus.windows.net (Azure Service Bus)

*.database.windows.net (Azure SQL Database)

*.azureedge.net (Azure Stack Edge and Azure IoT Edge)

*.trafficmanager.net (Azure Traffic Manager)

Examples Endpoints and domains/subdomains

And many many more…
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Methodology

• Attack Surface Discovery - Identifying and analyzing the 

exposed surface area of Azure services and endpoints 

equips attackers with insights to target vulnerabilities, 

allowing for effective exploitation and potential 

compromise.  

• Static Code Analysis - Identifying potential bugs and 

vulnerabilities in different services endpoints and JS, 

Java etc file and reviewing relevant Github repos etc.

• Proxying - Intercepting all traffic coming from Azure 

various domains and services based on predefined preset. 

Burp Suite (and not only) is King.



Methodology - Attack Surface Discovery 

Azure Virtual Machine Use Case
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Azure Virtual Machine Use Case



Methodology - Attack Surface Discovery 

Azure Virtual Machine Use Case

Azure Serial Console 

embedded as an iframe 

and revealing many 

more common endpoints



Methodology - Attack Surface Discovery 

Azure Virtual Machine Use Case



Methodology - Attack Surface Discovery 

Azure Virtual Machine Use Case

Azure Portal

https://management.azure.com

https://portal.azure.com

https://afd-v2.hosting.portal.azure.net

https://compute.hosting.portal.azure.net/compute/Content/…

External Endpoints

/batch

/api/invoke

/???

Manipulating Request Headers

/Content/

/Api/

JS Files

/Compute/Dynamic/…

JS Files (Compute)

HTML pages that are embedded within 

the Azure Portal (PostMessage)

https://wac.azure.com

https://portal.serialconsole.azure.com

https://s2.security.ext.azure.com

AZ CLI

Intercept CLI calls

PrivEsc?

Authentication flaw(s)?

Token/Refresh Tokens 

(Oauth)

az vm Github repo



Methodology

• Attack Surface Discovery - Systematically identifying and 

analyzing the exposed surface area of Azure services and 

endpoints equips attackers with insights to target 

vulnerabilities, allowing for effective exploitation and 

potential compromise.  

• Static Code Analysis - Identifying potential bugs and 

vulnerabilities in different services endpoints and JS, 

Java etc file and reviewing relevant Github repos etc.

• Proxying - Intercepting all traffic coming from Azure 

various domains and services based on predefined preset. 

Burp Suite (and not only) is King.



Methodology - Proxying

• Ignoring Background Noises

• Headers, Headers Everywhere

• Cross Services/Domains Interactions

Telemetry

React blade endpoints

Client Trace Endpoints

“OneCollector” Requests

https://sandbox-[0-9]-[0-

9].reactblade.portal.azure.net



Methodology - Proxying

Ignoring Background Noises - Examples



Methodology - Proxying

• Ignoring Background Noises

• Headers, Headers Everywhere

• Cross Services/Domains Interactions

Azure Service Y

Azure Service X Azure Domain

Non-Azure Domain



Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions
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Azure Bing Resources Use Case

Cross Services/Domains Interactions



Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions



Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions Sensitive Keys



Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions

?????



Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions



Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions

The Leaked Key



Methodology - Proxying

• Ignoring Background Noises

• Headers, Headers Everywhere

• Cross Services/Domains Interactions

Ad Hoc Service Headers

Custom Headers

Generic Headers



Methodology - Proxying

Power Platform Use Case

Headers, Headers Everywhere

Manipulating of one 

the “x-ms-..” headers 

in order to gain a 

critical SSRF



Methodology - Proxying

Power Platform Use Case

Headers, Headers Everywhere

Sensitive JWT in 

SSRF Response



Methodology - Proxying

Azure Digital Twins Service Use Case

Headers, Headers Everywhere

Digital Twins 

Unauthenticated SSRF 

by manipulating a 

Build-in service 

header



Methodology - Proxying

Azure Cosmos DB Use Case

Headers, Headers Everywhere

RCE was able to be 

perfumed due to 

misconfigured 

Authorization Header 
Missing Authorization Header



Methodology

• Attack Surface Discovery - Systematically identifying and 

analyzing the exposed surface area of Azure services and 

endpoints equips attackers with insights to target 

vulnerabilities, allowing for effective exploitation and 

potential compromise.  
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Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

• Missing Origin Check

• postMessage() “chains”

• Bypass Origin Validation



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Missing Origin Check

Communicating via post Messages()

Azure Connection Troubleshoot (iframe embedded in the Portal)

postMessage() Chrome extension shows various post messages 

that are being sent to the iframe postMessage() handler



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Missing Origin Check

Connectivity.html postMessage() Handler The Original message that is being sent to show the SVG Nodes



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Missing Origin Check

Modifying the original message with XSS payload The payload being executed in the iframe context



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Missing Origin Check

Found a “hidden” endpoint (index.html)



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Missing Origin Check

The new endpoint seems to be missing an Origin check in its 

postMessage() handler



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Missing Origin Check
Final postMessage being sent to the (new) 

vulnerable postMessage() handler



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Missing Origin Check



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Bypass Origin Validation

A Custom html page containing the vulnerable iframe html 

(a vulnerable postMessage() endpoint hosting one of Azure Services)



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Bypass Origin Validation

postMessage() handler checks for multiple origins, including a non trusted ones



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Bypass Origin Validation
Sending a modified version of one of the original postMessage() 

to the iframe postMessage() handler



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Bypass Origin Validation

The postMessage() is indeed checking and 

matching the given origin

Our origin is a simple Azure Web App hosting the custom 

HTML page



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Bypass Origin Validation
The malicious postMessage() was able to bypass the Origin check



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

Bypass Origin Validation
Manipulating the server to grab a malicious JSON file



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

postMessages() “chains”

Azure Advisor Portal service endpoint is 

embedded via iframe in the Azure Portal

Various postMessages() are being sent to build the Dashboard



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

postMessages() “chains”

Various postMessages() that are being sent as a sequence to 

build the Dashboard



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

postMessages() “chains”

Payload injected to one of the postMessages()



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

postMessages() “chains”

Attacker custom HTML containing the vulnerable iframe and the 

postMessages() chains that will be sent



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

postMessages() “chains”

The 4th postMessage() containing the malicious payload inside 

the vulnerable variable



Methodology - Static Code Analysis

Azure postMessage() vulnerable endpoints Use Cases

postMessages() “chains”



Fun Stuff



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

https://docs.cloudera.com/HDPDocuments/Ambari-

latest/administering-

ambari/content/amb_understanding_cluster_roles.html



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Verifying running under “low” Workflow Manager Dashboard



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

“readWorkflowXml" endpoint (GET Request) “File does not exist” / Workflow does not exists



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

What about /etc folder ? Submitting new Coordinator Workflow



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

“submitJob” endpoint with the default XML body



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Modifying the XML to a simple XXE payload java.lang.NullPointerException



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Modifying the XML to a simple XXE payload (2nd try)



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

“submitJon” POST body gets “formatXML” “formatXml” is using a vulnerable Parser



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

SSRF Payload “SAXParseException” and receiving the callback



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Trying retrieve the /etc/passwd file



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Creating a hook using dtd file (error base)



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

DTD file FTW



CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Setting up a low-privilege user Changing the User role to Cluster Operator



CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Apache Hive Dashboard Database Connection Test Panel



CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Check_host action request



CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

check_host.js from Apache Github repo



CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

/etc/passwd sent to the CollaboratorInjecting Malicious Payload



CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Attacker is root on ClusterInjecting Reverse Shell Payload



Honorable Mentions

● Azure HDInsight 8 XSS Vulnerabilities - CVE-2023-35393, CVE-2023-38188, CVE-2023-36877, 

CVE-2023-36881, CVE-2023-35394

● Azure HDInsight Apache Oozie Regex Denial Of Service via vulnerable parameter



Thank You
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